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Chapter 1 - Introduction

1.1 - Purpose

(V) The following documentation is informative. The actual Schematron files are the normative
record. This documentation is generated from the Schematron files via XSLT it may be missing
some file or pieces of a file but whatever is here other than titles came from the original file.

(V) It is envisioned that this will be a useful resource to search and read but for questions and
debates the source files should be consulted.

(V) Rules identifiers are all of the format IRM-1D-XXXXX, with rule files named
IRM_ID_XXXXX.sch. Any other heading indicates a supporting file that may strongly influence a
rule but is not actually a numbered rule.

This document has been approved for Public Release by the Office of the Director of
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Chapter 2 - Rules

All of the numbered Rules for IRM are listed in this section. These rules may depend strongly on
patterns defined in the Abstract Patterns section or on variables defined in the Schematron
Schema section.

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED 2



UNCLASSIFIED
IRM Schematron Guide 17 July 2012

2.1 - .//Rules/valueEnumerationConstraints/
IRM_ID _00001.sch

Rule Description: IRM-ID-00001 [IRM-ID-00001][Error] If element ddms:countryCode has
attribute @ddms:qualifier specified as [urn:us:gov:ic:cvenum:irm:coverage:fips:digraph] then the
value of attribute @ddms:value must be in CVEnumIRMCoverageFIPSDigraph.xml. Human
Readable: FIPS CountryCodes must appear in the FIPS CVE.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (IRM_XML.sch), which reads values from a specific
CVE file.

Schematron Code:

<?I CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunent has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch:pattern id="I RM | D 00001" is-a="ValidateVal uekxi stencel nLi st">

<sch: param nanme="rul eText"
val ue="" [IRM 1 D 00001][Error] If el ement
ddns: countryCode has attribute @dns: qualifier specified as
[urn:us:gov:ic:cvenumirmcoverage: fips:digraph] then the value of attribute
@ldns: val ue nust be i n CVEnum RMCover ageFl PSDi gr aph. xm . Human
Readabl e: FIPS CountryCodes nust in the the FIPS CVE. >

<sch: par am name="codeDesc"
val ue="" This rule uses an abstract pattern to
consolidate logic. It checks that the value in paraneter $searchTermis
contained in the parameter $list. The paranmeter $searchTermis relative in

scope to the paraneter $context. The value for the paraneter $list is a
ariable defined in the nmain docunment (IRM XM..sch), which reads val ues
froma specific CVE file. >

<sch: par am nane="cont ext "

al ue="ddns: count ryCode[ @dmns: qual i fier="urn:us:gov:ic:cvenumirmcoverage:fip
s: di graph']"/>
<sch: param nane="searchTerm' val ue=" @dns: val ue"/ >

<sch: param nane="1ist" val ue="$cover ageFi psDi gr aphLi st"/>
<sch: param name="err Msg"
val ue="" [RM 1D 00001 [Error] If el enent

ddns: countryCode has attribute @dns: qualifier specified as
[urn:us:gov:ic:cvenumirmcoverage: fips:digraph] then the value of attribute
@dns: val ue nust be i n CVEnum RMCover ageFl PSDi gr aph. xm . Human
Readabl e: FIPS CountryCodes nust in the the FIPS CVE. >
This document has been approved for Public Release by the Office of the Director of
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I </ sch: pattern> I
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2.2 - ./IRules/globalConstraints/IRM_ID_00002.sch

Rule Description: IRM-ID-00002 [IRM-1D-00002][Error] For every attribute in the namespace
[urn:us:gov:ic:irm] or [urn:us:mil:ces:metadata:ddms:4], a non-whitespace value must be
specified.

Code Description: For each element which specifies an attribute in the IRM or DDMS
namespace, we make sure that each attribute in the IRM or DDMS namespace specifies a non-
whitespace value.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1RM | D-00002" >

<sch:rul e context="*[ @[ nanespace-
uri()=("urn:us:gov:ic:irm, 'urn:us:ml:ces:netadata:ddnms:4')]]">
<sch: assert test=" every $attribute in

@ [ namespace-uri ()=("urn:us:gov:ic:irm, "urn:us:ml:ces:netadata:ddns: 4')]
satisfies normal i ze-space(string($attribute))"”
flag="error">
[IRM 1 D 00002][Error] For every attribute in the namespace
[urn:us:gov:ic:irnl or [urn:us:ml:ces:netadata:ddns: 4], a non-

i tespace
val ue nust be specifi ed.
</ sch: assert>
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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2.3 - .//Rules/valueEnumerationConstraints/
IRM_ID _00003.sch

Rule Description: IRM-ID-00003 [IRM-ID-00003][Error] If element ddms:countryCode has
attribute @ddms:qualifier specified as [urn:us:gov:ic:cvenum:irm:coverage:iso3166:trigraph]
then the value of attribute @ddms:value must be in CVEnumIRMCoveragelSO3166trigraph.xml.
Human Readable: ISO trigraph CountryCodes must appear in the 1SO trigraph CVE

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (IRM_XML.sch), which reads values from a specific
CVE file.

Schematron Code:

<?I CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunent has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch:pattern id="I RM | D 00003" is-a="ValidateVal uekxi stencel nLi st">

<sch: param nanme="rul eText"
val ue="" [IRM 1 D 00003][Error] If el ement
ddns: countryCode has attribute @dns: qualifier specified as
[urn:us:gov:ic:cvenumirmcoverage:iso3166:trigraph] then the val ue of
attri bute @ldns: val ue nust be in CVEnum RMCover agel SO3166t ri gr aph. xmi .
Human Readabl e: 1SO trigraph CountryCodes nust in the the 1SO trigraph CVE
s

<sch: param nanme="codeDesc"
val ue="" This rule uses an abstract pattern to
consolidate logic. It checks that the val ue in paraneter $searchTermis
contained in the paraneter $list. The paraneter $searchTermis relative in

scope to the paraneter $context. The value for the paraneter $list is a
ari abl e defined in the main docunent (IRM XM..sch), which reads val ues
froma specific CVE file. >

<sch: param nanme="cont ext"

al ue="ddns: count ryCode[ @ldns: qual i fier="urn:us: gov:ic:cvenumirmcoverage:iso
3166:trigraph']1"/>
<sch: param name="sear chTernt val ue="@dns: val ue"/ >
<sch: param nanme="1i st"
al ue="$cover agel s03166Tri gr aphLi st"/>
<sch: param name="err Msg"
val ue="" [RM 1D 00003][Error] If el enent
ddns: countryCode has attribute @dns: qualifier specified as
[urn:us:gov:ic:cvenumirmcoverage:iso3l66:trigraph] then the val ue of
This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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attribute @dns: val ue nust be in CVEnum RMCover agel SO3166t ri graph. xni .
Hunman Readabl e: 1SO trigraph CountryCodes nmust in the the SO trigraph CVE.

|||/>

</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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2.4 - ./[Rules/valueEnumerationConstraints/
IRM_ID _00005.sch

Rule Description: IRM-ID-00005 [IRM-ID-00005][Error] If element ddms:language has the
attribute @ddms:qualifier value of [urn:us:gov:ic:cvenum:irm:iso639:digraph] then the value of
attribute @ddms:value must be in CVEnumIRMISO639Digraph.xml and no country code portion
may be specified in the @ddms:language element value. Human Readable: ISO 639 digraph
language codes must be in the ISO 639 digraph CVE.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (IRM_XML.sch), which reads values from a specific
CVE file. This rule can directly check if the value of element Language is in the appropriate list
because if a country code portion is specified in the element ddms:language's value, then the
value of element ddms:language will not be found in the appropriate list and the assertion will
fail as expected.

Schematron Code:

<?I CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunent has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch:pattern id="1 RM | D 00005" is-a="ValidateVal uekxi stencel nLi st">

<sch: param name="rul eText"
val ue="" [IRM 1 D 00005][Error] If el ement
ddns: | anguage has the attribute @dns: qualifier val ue of
[urn:us:gov:ic:cvenumirmiso639:digraph] then the value of attribute
@ldrns: val ue must be in CVEnuml RM SO639Di gr aph. xm and no country code portion
nmay be specified in the ddms: | anguage el enent val ue. Human Readabl e:
| SO 639 di graph | anguage codes nust be in the | SO 639 digraph CVE. >

<sch: param nanme="codeDesc"
val ue="" This rule uses an abstract pattern to
consolidate logic. It checks that the val ue in paraneter $searchTermis
contained in the paraneter $list. The paraneter $searchTermis relative in

scope to the paraneter $context. The value for the paraneter $list is a
ariabl e defined in the main docunent (IRM XM..sch), which reads val ues
froma specific CVE file. >

<sch: param nanme="cont ext"

al ue="ddns: | anguage[ @dns: qual i fi er="urn:us:gov:ic:cvenumirmiso639: di graph'
">

<sch: param nanme="sear chTernt val ue="@dns: val ue"/ >

<sch: param nane="1ist" val ue="$i so639Di graphLi st"/>

<sch: param name="err Msg"

This document has been approved for Public Release by the Office of the Director of
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val ue="" [IRM 1 D 00005][Error] If el ement
ddns: | anguage has the attribute @dns: qualifier val ue of
[urn:us:gov:ic:cvenumirmiso639:digraph] then the value of attribute
@ldns: val ue must be in CVEnum RM SO639Di gr aph. xml and no country code portion
nay be specified in the ddms: | anguage el enent val ue. Human Readabl e:
| SO 639 di graph | anguage codes nust be in the | SO 639 di graph CVE. >
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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2.5 - .//Rules/valueEnumerationConstraints/
IRM_ID _00006.sch

Rule Description: IRM-ID-00006 [IRM-ID-00006][Error] If element ddms:language has the
attribute @ddms:qualifier value of [urn:us:gov:ic:cvenum:irm:iso639-2:trigraph] then the value of
attribute @ddms:value must be in CVEnumIRMISO639-2Trigraph.xml and no country code
portion may be specified in the ddms:value attribute value. Human Readable: ISO 639-2
trigraph language codes must be in the 1ISO 639-2 trigraph CVE.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (IRM_XML.sch), which reads values from a specific
CVE file. This rule can directly check if the value of element ddms:language is in the appropriate
list because if a country code portion is specified in the element ddms:language's value, then
the value of element ddms:language will not be found in the appropriate list and the assertion
will fail as expected.

Schematron Code:

<?I CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunent has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch:pattern id="1 RM | D 00006" is-a="ValidateVal uekxi stencel nLi st">

<sch: param name="rul eText"
val ue="" [IRM 1 D 00006][Error] If el ement

ddns: | anguage has the attribute @dns: qualifier val ue of
[urn:us:gov:ic:cvenumirmiso639-2:trigraph] then the val ue of attribute
@ldns: val ue rmust be in CVEnum RM S0639- 2Tri graph. xml and no country code
portion may be specified in the ddns:value attribute val ue. Hurmran
Readabl e: SO 639-2 trigraph | anguage codes mnmust be in the |ISO 639-2
trigraph CVE. >

<sch: par am name="codeDesc"
val ue="" This rule uses an abstract pattern to
consolidate logic. It checks that the value in paraneter $searchTermis
contained in the parameter $list. The paraneter $searchTermis relative in

scope to the paraneter $context. The value for the parameter $list is a
ariable defined in the nmain docunment (IRM XM..sch), which reads val ues
froma specific CVE file. >

<sch: par am nane="cont ext "

al ue="ddns: | anguage[ @dns: qual i fier="urn:us:gov:ic:cvenumirmiso639-2:trigra
ph'1"/>
<sch: param name="sear chTerni val ue=" @dns: val ue"/ >
<sch: param name="1ist" val ue="$i so639- 2Tri graphLi st"/>
This document has been approved for Public Release by the Office of the Director of
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<sch: param name="err Msg"

val ue="" [RM 1D 00006][Error] If el enent

ddns: | anguage has the attribute @dns: qualifier val ue of
[urn:us:gov:ic:cvenumirmiso639-2:trigraph] then the val ue of attribute
@ldns: val ue nust be in CVEnuml RM S0639- 2Tri graph. xn and no country code
portion may be specified in the ddms:value attribute val ue. Hunman
Readabl e: 1SO 639-2 trigraph | anguage codes nust be in the | SO 639-2

trigraph CVE. >
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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2.6 - .//[Rules/valueEnumerationConstraints/
IRM_ID _00007.sch

Rule Description: IRM-ID-00007 [IRM-ID-00007][Error] If element ddms:language has the
attribute @ddms:qualifier value of [urn:us:gov:ic:cvenum:irm:iso639-3:trigraph] then the value of
attribute @ddms:value must be in CVEnumIRMISO639-3Trigraph.xml and no country code
portion may be specified in the ddms:value attribute value. Human Readable: ISO 639-3
trigraph language codes must be in the ISO 639-3 trigraph CVE.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (IRM_XML.sch), which reads values from a specific
CVE file. This rule can directly check if the value of element Language is in the appropriate list
because if a country code portion is specified in the element ddms:language's value, then the
value of element ddms:language will not be found in the appropriate list and the assertion will
fail as expected.

Schematron Code:

<?I CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunent has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch:pattern id="I RM | D 00007" is-a="ValidateVal uekxi stencel nLi st">

<sch: param name="rul eText"

val ue="" [IRM 1 D 00007][Error] If el ement
ddns: | anguage has the attribute @dns: qualifier val ue of
[urn:us:gov:ic:cvenumirmiso639-3:trigraph] then the val ue of attribute
@ldns: val ue rmust be in CVEnum RM S0639- 3Tri graph. xml and no country code
portion may be specified in the ddns:value attribute val ue. Hurmran
Readabl e: 1 SO 639-3 trigraph | anguage codes nust in the the | SO 639-3
trigraph CVE. >

<sch: par am name="codeDesc"
val ue="" This rule uses an abstract pattern to
consolidate logic. It checks that the value in paraneter $searchTermis
contained in the parameter $list. The paraneter $searchTermis relative in

scope to the paraneter $context. The value for the parameter $list is a
ariable defined in the nmain docunment (IRM XM..sch), which reads val ues
froma specific CVE file. >

<sch: par am nane="cont ext "

al ue="ddns: | anguage[ @dns: qual i fier="urn:us:gov:ic:cvenumirmiso639-3:trigra
ph'1"/>
<sch: param name="sear chTerni val ue=" @dns: val ue"/ >
<sch: param name="1ist" val ue="$i so639-3Tri graphList"/>
This document has been approved for Public Release by the Office of the Director of
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<sch: param name="err Msg"

val ue="" [RM 1D 00007][Error] If el enent
ddns: | anguage has the attribute @dns: qualifier val ue of
[urn:us:gov:ic:cvenumirmiso639-3:trigraph] then the val ue of attribute
@ldns: val ue nust be in CVEnuml RM S0639- 3Tri graph. xm and no country code
portion may be specified in the ddms:value attribute val ue. Hunman
Readabl e: 1SO 639-3 trigraph | anguage codes nust in the the |1SO 639-3

trigraph CVE. >
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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2.7 - .//[Rules/valueEnumerationConstraints/
IRM_ID _00008.sch

Rule Description: IRM-ID-00008 [IRM-ID-00008][Error] If element ddms:language has the
attribute @ddms:qualifier value of [RFC1766] then the language code portion of the
@ddms:value attribute value must be in CVEnumIRMISO639Digraph.xml and the country code
portion, if present, must be in CVEnumIRMCoveragelSO3166Digraph.xml. Human Readable:
RFC1766 language codes must comply with the RFC by using parts from ISO 639 Digraph and
ISO 3166 Digraph.

Code Description: Finds ddms:language element and checks its qualifier attribute for a value of
[RFC4646]. If this value is found it will ensure that the value of the element's ddms:value
attribute exists in the CVEnumIRMISO639Digraph.xml enumeration file represented by the
$is0639DigraphList variable and country code portions (denoted by '-' separation) must be in
CVEnumIRMCoveragelSO3166Digraph.xml enumeration file represented by the
$coveragelso3166DigraphList variable.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1 RM | D 00008" >

<sch:rule
cont ext =" ddns: | anguage[ @dns: qual i fi er="RFCL766']">
<l-- Tokeni ze the el enent Language value into a list -->
<sch:l et name="t okens" val ue="t okeni ze( @dns: value,'-")"/>
<l-- For convenience and readability, save the prinary

and secondary subtags
as defined in RFC 4646 -->
<sch: |l et nane="prinmarySubtag" val ue="$tokens[1]"/>
<sch: | et nane="secondar ySubt ag" val ue="$t okens[2]"/>

<sch:l et name="badPri naryVal ues"

val ue=" i f(index-
of ($i so639Di gr aphLi st, $pri nar ySubt ag) &gt ; 0) t hen
nul | el se $pri marySubt ag"/ >

<sch: | et nane="badSecondaryVal ues"

val ue=" i f ($secondarySubt ag
and i ndex- of ($cover agel so3166Di gr aphLi st, $secondar ySubt ag) &gt ;
0) then nul | el se $secondarySubt ag"/ >

<sch: | et name="badVal ues"
val ue="stri ng-
j oi n(($badPri maryVal ues, $badSecondar yVal ues), ' ')"/>
This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED 14




UNCLASSIFIED

IRM Schematron Guide 17 July 2012
<l-- Check if primary subtag is valid -->
<sch: | et nane="pri narySubtagVal i d"
val ue=" count ( $badPri mar yVal ues) =
0 ">
<!-- Check if secondary subtag is valid -->
<sch: | et name="secondarySubtagVal i d"
val ue=" i f(not ($secondarySubt ag))
then true() else count ($badSecondar yVal ues) = 0
II/ >

<sch: assert test="$primarySubtagVvalid and

$secondar ySubt agVal i d" flag="error">

[IRM 1D 00008][Error] If element ddms:|anguage has the attribute
@ldrs: qual i fier

val ue of [RFCL766] then the | anguage code portion of the
@ldns: val ue attribute

val ue nust be in CVEnum RM SO639Di gr aph. xml and the country code
portion, if

present, must be in CVEnum RMCoveragel SG3166Di gr aph. xm .

Human Readabl e: RFC1766 | anguage codes must conply with the RFC
by using parts from | SO 639 Digraph

and |1 SO 3166 Di graph. The follow ng val ues were found but are not
in the CVEs:

<sch:val ue-of select="for $each in tokenize($badVal ues, ' ')
return concat('[', $each,'] ")"/>
</ sch: assert>
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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2.8 - .//Rules/valueEnumerationConstraints/
IRM_ID _00009.sch

Rule Description: IRM-ID-00009 [IRM-ID-00009][Error] If element ddms:language has the
attribute @ddms:qualifier value of [RFC3066] then the language code portion of the
@ddms:value attribute value must be in CVEnumIRMISO639Digraph.xml or
CVEnumIRMISO639-2Trigraph.xml and the country code portion, if present, must be in
CVEnumIRMCoveragelS0O3166Digraph.xml. Human Readable: RFC3066 language codes must
comply with the RFC by using parts from ISO 639 Digraph, 639-2 Trigraph, and ISO 3166
Digraph.

Code Description: Finds ddms:language elements and checks its qualifier attribute for a value of
[RFC3066]. If this value is found it will ensure that the value of the element's ddms:value
attribute exists in the CVEnumIRMISO639Digraph.xml or CVEnumIRMISO639-2Trigraph.xml
enumeration files represented by the $iso639DigraphList or $iso639-2TrigraphList variables.
Country code portions (denoted by '-' separation) must be in the
CVEnumIRMCoveragelS0O3166Digraph.xml enumeration file represented by the
$coveragelso3166DigraphList variable.

Schematron Code:

<?l1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1 RM | D 00009" >

<sch:rule
cont ext =" ddns: | anguage[ @dns: qual i fi er=" RFC3066']">
<l-- Tokeni ze the el enent Language value into a list -->
<sch:l et name="t okens" val ue="t okeni ze( @dns: value,'-")"/>
<l-- For convenience and readability, save the prinary

and secondary subtags
as defined in RFC 3066 -->
<sch: |l et nane="prinmarySubtag" val ue="$tokens[1]"/>
<sch: | et nane="secondar ySubt ag" val ue="$t okens[2]"/ >

<sch: |l et name="badPri nmaryVal ues"

val ue=" i f(index-
of ($i s0639- 2Tri gr aphLi st, $pri nar ySubt ag) &gt ; 0 or i ndex-
of ($i s0639Di gr aphLi st, $pri mar ySubt ag) &gt ; 0) t hen
nul | el se $primarySubtag"/ >

<sch:l et name="badSecondaryVal ues"

val ue=" i f ($secondarySubt ag
and i ndex- of ($cover agel so3166Di gr aphLi st, $secondar ySubt ag) &gt ;
0) t hen nul | el se $secondarySubt ag"/ >

This document has been approved for Public Release by the Office of the Director of
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<sch: |l et nane="badVal ues"
val ue="string-

j oi n(($badPri maryVal ues, $badSecondaryVval ues), ' ')"/>
<l-- Check if primary subtag is valid -->
<sch:l et name="pri marySubtagValid"
val ue=" count ($badPri maryVal ues) =
0 ">
<l-- Check if secondary subtag is valid -->
<sch: | et nane="secondarySubt agVval i d"
val ue=" i f(not ($secondarySubt ag))
t hen true() else count ($badSecondaryVal ues) = 0
II/>

<sch: assert test="$primarySubtagVvalid and

$secondar ySubt agval i d" flag="error">

[RM 1D 00009][Error] If elenent ddns:language has the attribute
@ldns: qualifier

val ue of [RFC3066] then the | anguage code portion of the
@dns: val ue attribute

val ue nmust be in CVEnunm RM S0639Di gr aph. xm or
CVEnum RM S0639- 2Tr i gr aph. xm

and the country code portion, if present, nust be in
CVEnum RMCover agel SO3166Di gr aph. xmi .

Human Readabl e: RFC3066 | anguage codes must conply with the RFC
by using parts from
| SO 639 Digraph or |SO 639-2 Trigraph and |1 SO 3166 Di graph. The
foll owi ng val ues were found but
are not in the CVEs:
<sch: val ue-of select="for $each in tokeni ze($badVval ues, ' ')
return concat('[', $each,'] ")"/>
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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2.9 - ./[Rules/valueEnumerationConstraints/
IRM_ID _00010.sch

Rule Description: IRM-ID-00010 [IRM-ID-00010][Error] If element ddms:language has the
attribute @ddms:qualifier value of [RFC4646] then the language code portion of the
@ddms:value attribute value must be in CVEnumIRMISO639Digraph.xml or
CVEnumIRMISO639-2Trigraph.xml and the country code portion, if present, must be in
CVEnumIRMCoveragelS0O3166Digraph.xml. Human Readable: RFC4646 language codes must
comply with the RFC by using parts from ISO 639 Digraph or ISO 639-2 Trigraph and ISO 3166
Digraph.

Code Description: Finds ddms:language elements and checks its qualifier attribute for a value of
[RFC4646]. If this value is found it will ensure that the value of the element's ddms:value
attribute exists in the CVEnumIRMISO639Digraph.xml or CVEnumIRMISO639-2Trigraph.xml
enumeration files represented by the $iso639DigraphList or $iso639-2TrigraphList variables.
Country code portions (denoted by '-' separation) must be in the
CVEnumIRMCoveragelS0O3166Digraph.xml enumeration file represented by the
$coveragelso3166TrigraphList variable.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch:pattern id="1 RM | D 00010" >

<sch:rule
cont ext =" ddns: | anguage[ @ldns: qual i fier="RFC4646']" >
<l-- Tokeni ze the el enent Language value into a list -->
<sch:l et name="t okens" val ue="t okeni ze( @dns: value,'-")"/>
<l-- For convenience and readability, save the prinary

and secondary subtags
as defined in RFC 4646 -->
<sch: |l et nane="prinmarySubtag" val ue="$tokens[1]"/>
<sch: | et nane="secondar ySubt ag" val ue="$t okens[2]"/ >

<sch:l et name="badPri nmaryVal ues"

val ue=" i f(index-
of ($i s0639- 2Tri graphLi st, | ower-case($pri marySubt ag) ) &gt ; 0 or
i ndex- of ($i s0639Di gr aphLi st, $pri mar ySubt ag) &gt ; 0) t hen
nul | el se $primarySubtag"/ >

<sch: |l et name="badSecondaryVal ues"

val ue=" i f($secondarySubt ag
and i ndex- of ($cover agel s03166Di gr aphLi st, $secondar ySubt ag) &gt ;
0) t hen nul | el se $secondarySubt ag"/ >
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<sch: |l et nane="badVal ues"
val ue="string-

j oi n(($badPri maryVal ues, $badSecondaryVval ues), ' ')"/>
<l-- Check if primary subtag is valid -->
<sch:l et name="pri marySubtagValid"
val ue=" count ($badPri maryVal ues) =
0 ">
<l-- Check if secondary subtag is valid -->
<sch: | et nane="secondarySubt agVval i d"
val ue=" i f(not ($secondarySubt ag))
t hen true() else count ($badSecondaryVal ues) = 0
II/>

<sch: assert test="$primarySubtagVvalid and

$secondar ySubt agval i d" flag="error">

[RM 1D 00010][Error] If elenent ddns:language has the attribute
@ldns: qualifier

val ue of [RFC4646] then the | anguage code portion of the
@dns: val ue attribute

val ue nmust be in CVEnunm RM S0639Di gr aph. xm or
CVEnum RM S0639- 2Tr i gr aph. xm

and the country code portion, if present, nust be in
CVEnum RMCover agel SO3166Di gr aph. xmi .

Human Readabl e: RFCA4646 | anguage codes must conply with the RFC
by using parts
from|SO 639 Digraph or 1SO 639-2 Trigraph and | SO 3166 Di graph.
The follow ng
val ues were found but are not in the CVEs:
<sch: val ue-of select="for $each in tokeni ze($badVval ues, ' ')
return concat('[', $each,'] ")"/>
</ sch: assert>
</sch:rul e>
</sch: pattern>
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2.10 - ./[Rules/ddmsConstraints/IRM_ID _00012.sch

Rule Description: IRM-ID-00012 [IRM-ID-00012][Error] There must exist exactly one element

ddms:metacardinfo/ddms:identifier which specifies attribute @ddms:qualifier with a value of [IC-

ID]. Human Readable: The DDMS card must have a single IC-ID for itself.

Code Description: We make sure that exactly one element ddms:metacardinfo/ddms:identifier
specifies attribute @ddms:qualifier with a value of [IC-ID].

Schematron Code:

<?l CEA pattern?><?| CEA m n_accessi bl e?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1RM | D-00012" >

<sch: rul e context="ddms: netacardl nf 0" >
<sch: assert test="count( for
$qual ifier in ddns:identifier/@dns:qualifier
i f(normalize-space(string($qualifier)) =
then 1 el se
) =1
flag="error">

[RM 1D 00012][Error] There nust exist exactly one el enent

ddns: net acardl nfo/ ddns: i dentifier which specifies attribute
@ldns: qualifier with a value of [ICID.

Human Readabl e: The DDMS card nust have a single ICID for itself
</sch: assert >
</sch:rul e>
</ sch: pattern>
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2.11 - ./I[Rules/ddmsConstraints/IRM_ID _00014.sch

Rule Description: IRM-ID-00014 [IRM-1D-00014][Error] There must exist exactly one element
ddms:resource/ddms:identifier which specifies attribute @ddms:qualifier with a value of [IC-ID].
Human Readable: The DDMS card must have exactly one IC-ID for the referenced resource.

Code Description: We make sure that exactly one element ddms:resource/ddms:identifier
specifies attribute @ddms:qualifier with a value of [IC-ID].

Schematron Code:

<?l CEA pattern?><?| CEA m n_accessi bl e?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1RM | D-00014" >

<sch: rul e context="ddns: resource">
<sch: assert test="count( for $qualifier in
ddms: i dentifier/ @dns:qualifier return if (normalize-
space(string($qualifier)) ='1CGID) t hen
1 el se nul | ) = 1"

flag="error">
[IRM 1D 00014][Error] There must exist exactly one el enent
ddns: resource/ ddms: i dentifier which specifies attribute
@ldns: qualifier
with a value of [ICI1D.

Human Readabl e: The DDMS card nust have exactly one IC 1D for
the referenced resource.
</ sch: assert >
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED 21



UNCLASSIFIED
IRM Schematron Guide 17 July 2012

2.12 - /IRules/dateTimeConstraints/IRM_ID_00015.sch

Rule Description: IRM-ID-00015 [IRM-ID-00015][Error] If element ddms:dates exists without one
of the attributes @ddms:created or @ddms:posted Human Readable: Every ddms:dates
element must have at least one of @ddms:created or @ddms:posted.

Code Description: This rule checks that for each occurrence of ddms:dates that either
@ddms:created or @ddms:posted is specified.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1 RM | D-00015" >

<sch: rul e cont ext ="ddns: dat es" >
<sch: assert test="@ldns: created or @dns: posted"

flag="error">
[RM 1D 00015][Error] Every ddns:date nust have at |east one of
@ldns: created or @ldns: post ed.
</ sch: assert>
</sch:rul e>
</sch: pattern>
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2.13 - ./[Rules/dateTimeConstraints/IRM_ID_00016.sch

Rule Description: IRM-ID-00016 [IRM-ID-00016][Error] The permissible values for the year
range are 1901 through the current year for attributes @ddms:approvedOn,
@ddms:dateProcessed, @ddms:receivedOn, @ddms:infoCutOff, @ddms:posted, and
@ddms:created. Human Readable: Dates must be after 1901 and in the past for
@ddms:approvedOn, @ddms:dateProcessed, @ddms:receivedOn, @ddms:infoCutOff,
@ddms:posted, and @ddms:created.

Code Description: This pattern uses abstract rules to consolidate logic. For attributes, we make
sure that each date contained within $dateList has a year value within the range $minYear and
$maxYear, inclusive.

Schematron Code:

<?l1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s document has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern i d="1RM | D-00016" >

<l-- Use abstract rule to handle required attributes -->
<sch:rul e context="*[ @ldns: appr ovedOn |
@ldns: dat ePr ocessed | @dns: recei vedOn
| @ldms: posted | @ldns: creat ed
@dns: i nfoCutOff]">
<sch:let name="m nYear" val ue="1901"/>
<sch:l et nanme="nmaxYear" val ue="$current Year"/>
<sch:l et name="dateList"
val ue="

string(@dns: post ed),
string(@dms: created), string(@dns:infoCutff))"/>
<sch:let name="errMsg"
val ue="" [RM | D-00016] [Error] The
perm ssi bl e values for the year range are 1901 through the
current year for attributes @dmns: approvedOn,
: dat eProcessed, @dns:recei vedOn, @dns:infoCutOff,
:posted, and @ldns: creat ed. Human Readabl e:
must be after 1901 and in the past for @ldns: approvedOn,
: dat eProcessed, @ldns:recei vedOn, @dns:infoCutOff, @ldns: posted, and
1 created. >
<sch: extends rul e="abs. dat eLi st Year RangeRul e"/ >
</sch:rul e>
</ sch: pattern>
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2.14 - /IRules/dateTimeConstraints/IRM_ID_00017.sch

Rule Description: IRM-ID-00017 [IRM-ID-00017][Error] The permissible values for the year
range are 1901 through 9999 for attribute @ddms:validTil. Human Readable: @ddms:validTil
must be after 1901.

Code Description: This pattern uses abstract rules to consolidate logic. For attributes, we make
sure that each date contained within $dateList has a year value within the range $minYear and
$maxYear, inclusive.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="IRM | D-00017" >

<!-- Use abstract rule to handle required attributes -->
<sch:rule context="*[ @dns:validTil]">
<sch: |l et nane="m nYear" val ue="1901"/>
<sch:l et name="maxYear" val ue="9999"/>
<sch: |l et nane="datelList"
al ue="(string(@dns:validTil))"/>
<sch: |l et nane="errMsg"
val ue="" [RM 1D 00017][Error] The
perm ssible values for the year range are 1901 t hrough 9999 for
attri bute @dns: validTil. Human Readabl e:
@ldns: val i dTil nust be after 1901. >
<sch: extends rul e="abs. dat eLi st Year RangeRul e"/ >
</sch:rul e>
</sch: pattern>
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2.15 - ./IRules/dateTimeConstraints/IRM_ID_00019.sch

Rule Description: IRM-ID-00019 [IRM-ID-00019][Warning] @ddms:approvedOn must not be
later than @ddms:created and @ddms:posted.

Code Description: This rule uses an abstract pattern to consolidate logic. It compares the date
contained within the param $primaryDate to each date contained within the param
$secondaryDatelList (using the comparison operator contained in param $operator) and makes
sure that each comparison returns true. Implementation details for the abstract pattern can be
found in the abstract pattern definition file located in the Lib directory.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1RM | D-00019" is-a="ConpareDateTi nes">

<sch: param name="rul eText"
val ue="" [ RM 1 D-00019] [ War ni ng]
@ldns: approvedOn nust not be |later than @dns: created and
@lds: post ed. >

<sch: param nanme="codeDesc"
val ue="" This rule uses an abstract
pattern to consolidate |ogic. It conpares the date contained wthin

t he param $prinaryDate to each date contai ned within the param
$secondar yDat eLi st (using the conpari son operator contained in param
$operator) and nakes sure that each conparison returns true.

I mpl enentation details for the abstract pattern can be found in the

abstract pattern definition file located in the Lib directory. >

<sch: param name="cont ext" val ue="*[ @dns: appr ovedOn] "/ >
<sch: param nanme="pri maryDat e" val ue=" @dns: appr ovedOn"/ >
<sch: param nanme="operator" value=""'&t;=""/>

<sch: par am nanme="secondar yDat eLi st "

al ue="(@dns: creat ed,
@ldns: posted) "/ >
<sch: param nane="fl ag" value=""'error'"/>
</ sch: pattern>
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2.16 - ./[Rules/dateTimeConstraints/IRM_ID_00020.sch

Rule Description: IRM-ID-00020 [IRM-ID-00020][Error] @ddms:infoCutOff must not be later than
@ddms:created, and @ddms:posted.

Code Description: This rule uses an abstract pattern to consolidate logic. It compares the date
contained within the param $primaryDate to each date contained within the param
$secondaryDatelList (using the comparison operator contained in param $operator) and makes
sure that each comparison returns true. Implementation details for the abstract pattern can be
found in the abstract pattern definition file located in the Lib directory.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1RM | D-00020" is-a="ConpareDateTi nes">

<sch: param name="rul eText"
val ue="" [ RM 1 D 00020] [ Error]
@ldns: i nfoCut O f nust not be later than @dns: created, and
@lds: post ed. B

<sch: param nanme="codeDesc"
val ue="" This rule uses an abstract
pattern to consolidate |ogic. It conpares the date contained wthin

t he param $prinaryDate to each date contai ned within the param
$secondar yDat eLi st (using the conpari son operator contained in param
$operator) and nakes sure that each conparison returns true.

I mpl enentation details for the abstract pattern can be found in the

abstract pattern definition file located in the Lib directory. >

<sch: param nanme="context" val ue="*[ @dns:infoCutof]"/>
<sch: param nanme="pri maryDat e" val ue=" @dns: i nfoCut&ff"/>
<sch: param nanme="operator" value=""'&t;=""/>

<sch: par am nanme="secondar yDat eLi st "

al ue="(@dns: creat ed,
@ldns: posted) "/ >
<sch: param nane="fl ag" value=""error'"/>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.17 - ./IRules/dateTimeConstraints/IRM_ID_00021.sch

Rule Description: IRM-ID-00021 [IRM-ID-00021][Warning] @ddms:validTil must not be earlier
than @ddms:created, @ddms:posted, @ddms:infoCutOff, and @ddms:approvedOn.

Code Description: This rule uses an abstract pattern to consolidate logic. It compares the date
contained within the param $primaryDate to each date contained within the param
$secondaryDatelList (using the comparison operator contained in param $operator) and makes
sure that each comparison returns true. Implementation details for the abstract pattern can be
found in the abstract pattern definition file located in the Lib directory.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1RM | D-00021" is-a="ConpareDateTi nes">

<sch: param name="rul eText"
val ue="" [ RM 1 D 00021] [ War ni ng]
@ldns: val i dTi| nust not be earlier than @ldns: creat ed, @dns: post ed,
@ldns: i nfoCut OF f, and @ldms: appr ovedOn. >

<sch: param nanme="codeDesc"

val ue="" This rule uses an abstract
pattern to consolidate |ogic. It conpares the date contained wthin
t he param $prinaryDate to each date contained within the param
$secondar yDat eLi st (using the conpari son operator contained in param
$operator) and nakes sure that each conparison returns true.
I mpl enentation details for the abstract pattern can be found in the
abstract pattern definition file located in the Lib directory. >

<sch: param name="context" val ue="*[ @dns:validTil]"/>
<sch: param narme="pri maryDat e" val ue="@dns: validTil"/>
<sch: param name="operator" val ue="'¢&gt;=""/>

<sch: par am nanme="secondar yDat eLi st "

al ue="(@dns: creat ed,
@l dns: post ed,
@ldmns: i nfoCut OF f,
@dns: approvedOn) "/ >
<sch: param nane="fl ag" value=""'error'"/>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.18 - ./[Rules/dateTimeConstraints/IRM_ID_00022.sch

Rule Description: IRM-ID-00022 [IRM-ID-00022][Error] For any element
ddms:temporalCoverage, child element ddms:start must not be later than child element
ddms:end. Human Readable: For date-time ranges, the start of a range must be earlier than, or
equivalent to, the end of that range.

Code Description: This rule uses an abstract pattern to consolidate logic. It compares the date
contained within the param $primaryDate to each date contained within the param
$secondaryDatelList (using the comparison operator contained in param $operator) and makes
sure that each comparison returns true. Implementation details for the abstract pattern can be
found in the abstract pattern definition file located in the Lib directory.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1RM I D-00022" is-a="ConpareDateTi nes">

<sch: param name="rul eText"
val ue="" [ RM 1D 00022][Error] For any
el ement ddns:tenporal Coverage, child el enent ddms:start nust not be
| ater than child el ement ddms: end. >

<sch: param nanme="codeDesc"

val ue="" This rule uses an abstract
pattern to consolidate | ogic. It conpares the date contained wthin
t he param $prinaryDate to each date contained within the param
$secondar yDat eLi st (using the conpari son operator contained in param
$operator) and nakes sure that each conparison returns true.
I mpl enentation details for the abstract pattern can be found in the
abstract pattern definition file located in the Lib directory. >

<sch: param name="cont ext" val ue="ddns: t enpor al Cover age"/ >
<sch: param nanme="pri maryDat e" val ue="ddns: start"/>
<sch: param name="operator" value=""'&t;=""/>
<sch: param nanme="secondar yDat eLi st" val ue="(ddms: end) "/ >
<sch: param nanme="fl ag" value=""'error'"/>

</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.19 - ./IRules/dateTimeConstraints/IRM_ID_00023.sch

Rule Description: IRM-ID-00023 [IRM-ID-00023][Error] The permissible values for the year
range are 0001 through 9999 for elements ddms:start and ddms:end. Human Readable:
ddms:start and ddms:end must be positive integers less than 10,000.

Code Description: This pattern uses abstract rules to consolidate logic. For attributes, we make
sure that each date contained within $dateList has a year value within the range $minYear and
$maxYear, inclusive.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1RM | D-00023" >

<!-- Use abstract rule to handle required attributes -->
<sch:rule context="ddns:start | ddms:end">
<sch: |l et nane="m nYear" val ue="0001"/>
<sch:l et name="maxYear" val ue="9999"/>
<sch:l et nane="datelist" value="(string(ddms:start),
string(ddns:end))"/>
<sch: |l et nane="errMsg"
val ue="" [RM 1D 00023][Error] The
pernm ssi bl e values for the year range are 0001 t hrough 9999 for
el enents ddns: start and ddns: end. Human Readabl e: ddns:start and
ddns: end nust be positive integers |less than 10, 000. >
<sch: extends rul e="abs. dat eLi st Year RangeRul e"/ >
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.20 - ./[Rules/dateTimeConstraints/IRM_ID_00024.sch

Rule Description: IRM-ID-00024 [IRM-ID-00024][Warning] For elements ddms:start and
ddms:end and attributes @ddms:approvedOn, @ddms:dateProcessed, @ddms:receivedOn,
@ddms:infoCutOff, @ddms:posted, @ddms:validTil, and @ddms:created, if the time designator
(T) is specified, it is recommended that time zone be specified. Human Readable: For elements
and attributes of date-time types, if the time designator (T) is specified, it is recommended that
time zone be specified.

Code Description: The pattern applies to ddms:start and ddms:end elements, as well as any
element that contains one or more attributes @ddms:approvedOn, @ddms:infoCutOff,
@ddms:posted, and @ddms:created. It joins each of these attribute values, if present, into a
larger space-separated string. It then breaks this string into tokens at each space character. If
the value of the token contains the time zone designator (T), then it makes sure that the token
value matches the regular expression for a timeZone, which is defined in the main schema file
(IRM_XML.sch).

Schematron Code:

<?1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1 RM | D 00024" >

<!-- Abstract rule, which asserts that if the date $prinaryDate
speci fies the
time designator (T), then the tinezone is specified -->
<sch:rul e abstract="true" id="abs.rul e00024">

<sch: assert test=" every $date in $dateli st
satisfies i f($date castable as xs: dateTinme and
cont ai ns(string($date), ' T')) then mat ches(string($date),
$endsW t hTi meZoneRegEx) else true()"

fl ag="war ni ng" >
[ RM 1 D 00024] [Warni ng] For elenments and attributes of date-tine
types, if the
time designator (T) is specified, it is recomended that tinme
zone be specified.
</ sch: assert>
</sch:rul e>

<l-- Begin using abstract rule on required el enents and
attri butes -->
<sch:rule context="ddns:start">
<sch:let nane="dateList" value="."/>
<sch: extends rul e="abs. rul e00024"/ >
</ sch: rul e>

<sch: rul e context="ddns: end" >
This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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<sch:l et nane="dateList" value="."/>
<sch: ext ends rul e="abs. rul e00024"/ >
</sch:rul e>

<sch:rul e context="*[ @dns: approvedOn
| @ldns: dat ePr ocessed |

@ldns: recei vedOn | @ldns: post ed
| @ldns: created |
@dns: i nfoCut OfF f | @dns: val idTil]">
<sch:l et name="dateList"
val ue="
( @dns: approvedOn, @ldrs: dat ePr ocessed,
@ldns: recei vedOn, @dns: post ed,
@ldns: cr eat ed, @ldnms: i nfoCut OF f
@dns: val i dTil) ">

<sch: ext ends rul e="abs. rul e00024"/ >
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.21 - ./IRules/ismConstraints/IRM_ID_00025.sch

Rule Description: IRM-ID-00025 [IRM-ID-00025][Error] The attribute @ism:excludeFromRollup
must not be specified for any element in the namespace [urn:us:mil:ces:metadata:ddms:4]
except security. Human Readable: The only DDMS 4.0 element whose ISM attributes are
allowed to be excluded from roll-up to the Resource element is ddms:security.

Code Description: For any element in the ddms namespace containing the
ism:excludeFromRollup attribute, the rule will be satisfied if the name of the element is security.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1RM | D-00025" >

<sch:rul e context="*[ @sm excl udeFronRol | up and nanmespace-

uri ()="urn:us:ml:ces: netadata: ddns: 4']">
<sch: assert test="local -name() = 'security""
flag="error">
[IRM | D 00025][Error] The attribute @sm excl udeFronRol | up nust
not be specified for any el enent
in the nanespace [urn:us:nil:ces: nmetadata: ddns: 4] except security.
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.22 - ./IRules/ddmsConstraints/IRM_ID _00029.sch

Rule Description: IRM-ID-00029 [IRM-ID-00029][Error] If element ddms:geospatialCoverage has
attribute @ddms:precedence with a value of [Secondary], there must be at least one sibling
element ddms:geospatialCoverage for which attribute @ddms:precedence has a value of
[Primary]. Human Readable: If a secondary country code is provided, there must also be a
primary country code.

Code Description: If there is an element geospatialCoverage with attribute precedence specified
with a value of [Secondary], then we make sure that there is at least one sibling
geospatialCoverage element with attribute precedence specified with a value of [Primary].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1 RM | D-00029" >

<sch:rul e
cont ext =" ddns: geospati al Cover age[ @dns: precedence="' Secondary']">
<sch:assert test="../
ddns: geospati al Cover age[ @dns: precedence="Prinmary']" flag="error">
[IRM 1 D 00029] [Error]
If el ement ddns: geospatial Coverage has attri bute @Ildms: precedence
ith a val ue of [Secondary],
there nmust be at |east one sibling el enent
ddns: geospati al Coverage for which attribute
@ldmrs: precedence has a value of [Primary].
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.23 - ./I[Rules/ddmsConstraints/IRM_ID _00030.sch

Rule Description: IRM-ID-00030 [IRM-1D-00030][Error] If attribute @ddms:order is specified with
integer value N, there must exist other @ddms:order attributes with values 1 to N-1 with no
duplicates. Human Readable: The values of attribute @ddms:order must be numbered
sequentially with no duplicates, beginning at 1.

Code Description: A list, named $orderList, is created containing the value of each order
attribute within the document after normalizing to remove extra white-space. If the total number
of items in $orderList does not equal the number of distinct values in $orderList, then a duplicate
exists and we return false. Otherwise, we make sure that each number from 1 to N, where N is
the number of items in $orderList, is contained within $orderList. If each number is contained,
then we return true. Otherwise, false.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1RM | D-00030" >

<sch:rul e context="ddns: resource[// @dns: order]">
<sch:l et name="orderList"
val ue="t okeni ze(string-join(//@dns: order/
normal i ze-space(), ' '), ' ")"/>
<sch: assert test="(count(distinct-values($orderList)) =
count ( $or der Li st) and (every $index in 1 to
count ( $orderLi st) satisfies index-of ($orderlList,

xs: string($index))))
flag="error">
[IRM 1 D 00030] [Error]
If attribute @dns:order is specified with integer value N, there

other @ldns: order attributes with values 1 to N1 with no

Human Readabl e: The val ues of attribute @dns: order nust be

sequentially with no duplicates, beginning at 1.
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.24 - /IRules/valueEnumerationConstraints/
IRM_ID _00031.sch

Rule Description: IRM-ID-00031 [IRM-ID-00031][Error] The element ddms:countryCode must
have the attribute ddms:qualifier specified with a value in
CVEnumIRMCompoundCountryCodeQualifierType.xml. Human Readable: If a qualifier is
specified for a country code, it must have be defined in the
CompoundCountryCodeQualifierType CVE.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (IRM_XML.sch), which reads values from a specific
CVE file.

Schematron Code:

<sch: pattern id="I RM | D 00031" is-a="ValidateVal uekxi st encel nLi st">

<sch: param nanme="rul eText"
val ue="" [IRM 1 D 00031] [Error] The el enent
ddns: countryCode nmust have the attribute ddns:qualifier specified with a
al ue i n CVEnum RMConmpoundCount r yCodeQual i fi er Type. xm . >

<sch: param name="codeDesc"
val ue="" This rule uses an abstract pattern to
consolidate logic. It checks that the value in paraneter $searchTermis
contained in the parameter $list. The paraneter $searchTermis relative in

scope to the paraneter $context. The value for the parameter $list is a
ariable defined in the main docunment (IRM XM..sch), which reads val ues
froma specific CVE file. >

<sch: param name="cont ext" val ue="ddns: count ryCode"/ >

<sch: param nanme="searchTernt val ue="@dns: qualifier"/>

<sch: param nane="1i st"

al ue="$conpoundCount r yCodeQual i fi er TypeLi st"/ >
<sch: param name="err Msg"
val ue="" [RM 1D 00031][Error] The el enent
countryCode nmust have the attribute qualifier specified with a value in
CVEnum RMConpoundCount ryCodeQual i fi er Type. xni . >
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED 35



UNCLASSIFIED
IRM Schematron Guide 17 July 2012

2.25 - .//Rules/valueEnumerationConstraints/
IRM_ID _00033.sch

Rule Description: IRM-ID-00033 [IRM-ID-00033][Error] If element ddms:mimeType is specified,
it must have a value from CVEnumIRMMimeType.xml. Human Readable: Values for
ddms:mimeType must be defined in the MimeType CVE.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (IRM_XML.sch), which reads values from a specific
CVE file.

Schematron Code:

<sch: pattern id="I RM | D 00033" is-a="ValidateVal uekxi st encel nLi st">

<sch: param nanme="rul eText"
val ue="" [IRM 1D 00033][Error] If el ement
ddns: mi meType is specified, it rmust have a val ue from
CVEnum RW nmeType. xni . >

<sch: param nanme="codeDesc"
val ue="" This rule uses an abstract pattern to
consolidate logic. It checks that the value in paraneter $searchTermis
contained in the parameter $list. The paraneter $searchTermis relative in
scope to the paraneter $context. The value for the parameter $list is a
ariable defined in the nmain docunment (IRM XM..sch), which reads val ues
froma specific CVE file. >

<sch: param nane="context" val ue="ddns: m neType"/ >

<sch: param nanme="searchTernt val ue="."/>

<sch: param nane="1ist" val ue="$m neTypelList"/>

<sch: param name="err Msg"

val ue="" [IRM 1D 00033][Error] If el ement
ddns: mi meType is specified, it rmust have a val ue from
CVEnum RW nmeType. xni . >
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.26 - .//Rules/valueEnumerationConstraints/
IRM_ID _00034.sch

Rule Description: IRM-ID-00034 [IRM-ID-00034][Error] For element ddms:language, attribute
ddms:qualifier must have a value in CVEnumIRMCompoundLanguageQualifierType.xml.
Human Readable: If a qualifier is specified for a language, it must appear in the
CompoundLanguageQualifierType CVE.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (IRM_XML.sch), which reads values from a specific
CVE file.

Schematron Code:

<sch: pattern id="I RM | D 00034" is-a="ValidateVal uekxi st encel nLi st">

<sch: param nanme="rul eText"
val ue="" [IRM | D 00034] [Error] For el ement
ddns: | anguage, attribute ddns:qualifier nust have a value in
CVEnum RMConpoundLanguageQual i fi er Type. xni . >

<sch: param nanme="codeDesc"
val ue="" This rule uses an abstract pattern to
consolidate logic. It checks that the value in paraneter $searchTermis
contained in the parameter $list. The paraneter $searchTermis relative in

scope to the paraneter $context. The value for the parameter $list is a
ariable defined in the main docunment (IRM XM..sch), which reads val ues
froma specific CVE file. >

<sch: param nane="cont ext" val ue="ddns: | anguage"/ >
<sch: param nanme="searchTernt val ue="@dns: qualifier"/>
<sch: param nane="1i st"
al ue="$conpoundLanguageQual i fi er TypeLi st"/>
<sch: param name="err Msg"
val ue="" [RM 1D 00034][Error] For el ement
ddns: | anguage, attribute ddns:qualifier nmust have a value in
CVEnum RMConpoundLanguageQual i fi er Type. xm . >
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.27 - ./IRules/ddmsConstraints/IRM_ID _00035.sch

Rule Description: IRM-ID-00035 [IRM-ID-00035][Error] If
MIN_DISCOVERABLE_OR_GREATER, element ddms:resource must specify at least one
element ddms:language. Human Readable: If this IRM instance complies with the minimum
discoverability rules, then the DDMS card must specify the language of the referenced resource.

Code Description: If MIN_DISCOVERABLE_OR_GREATER, we make sure that element
ddms:resource specifies at least one element ddms:language.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1RM | D-00035" >

<sch:rule
cont ext =" ddns: r esour ce[ $M N_DI SCOVERABLE_OR_GREATER] " >
<sch: assert test="ddns:|anguage" flag="error">
[IRM 1D 00035][Error] If M N_DI SCOVERABLE_OR GREATER, el enent

ddms: r esour ce
must specify at |east one el enment ddms:| anguage.

Human Readable: If this IRMinstance conplies with the m ni num
di scoverability rules, then the DDMS card must specify the
| anguage of
the referenced resource.
</ sch: assert>
</ sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.28 - ./IRules/xlinkConstraints/IRM_ID 00036.sch

Rule Description: IRM-ID-00036 [IRM-ID-00036][Error] For any element, if any attribute is
specified with the xlink namespace [http://www.w3.0rg/1999/xlink], then attributes @xlink:type
and/or @xlink:href must be specified. Human Readable: If any XLink attributes are specified for
an element, then the type and/or URL of the link must also be specified.

Code Description: Makes sure that for each element that has any attribute in the xlink
namespace has either xlink:type or xlink:href specified.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern i d="1 RM | D-00036" >

<sch:rule context="*[ @&link:*]">
<sch: assert test="nornalize-
space(string(@link:type)) or normalize-space(string(@link:href))"
flag="error">
[IRM 1D 00036][Error] For any elenment, if any attribute is
specified with the
xl i nk namespace [http://ww. w3.0rg/ 1999/ xlink], then attributes
@l ink:type and/ or
@l i nk: href nust be specified.
</ sch: assert>
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.29 - ./IRules/ddmsConstraints/IRM_ID _00037.sch

Rule Description: IRM-ID-00037 [IRM-1D-00037][Error] For elements ddms:creator,
ddms:publisher, ddms:contributor, and ddms:pointOfContact, if the attribute ism:pocType is
specified with a value of [ORCON], then the element ddms:phone must be specified with a non-
whitespace value. Human Readable: Elements ddms:creator, ddms:publisher, ddms:contributor,
and ddms:pointOfContact must specify a phone number if they are denoted as the POC for an
ORIGINATOR CONTROLLED data.

Code Description: For elements ddms:creator, ddms:publisher, ddms:contributor, and
ddms:pointOfContact which specify attribute ism:pocType with a value of [ORCON], we make
sure that a decendent element specifies element ddms:phone with a hon-whitespace value.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1RM | D-00037" >

<sch:rule
cont ext ="ddns: creator[util: contai nsAnyOf TheTokens( @ sm pocType, (' ORCON ))]

I
ddns: publ i sher[util:contai nsAnyOf TheTokens( @ sm pocType, (' ORCON ))]

I
ddns: contributor[util:contai nsAnyXf TheTokens( @ sm pocType, (' ORCON ))]

I

ddns: poi nt OF Contact[util: contai nsAnyOf TheTokens( @ sm pocType, (' ORCON ))]">
<sch: assert test="normalize-

space(string(descendant:: ddns: phone[1]))" flag="error">

[IRM 1 D 00037][Error]

For el ements ddns:creator, ddns:publisher, ddns:contributor,

and ddms: poi nt Of Contact, if the attribute i smpocType is
specified with

a value of [ORCON], then the el ement ddms: phone must be specified

ith a
non-whi t espace val ue.

Human Readabl e: El ements ddns: creator, ddns: publisher,
ddns: contri but or,
and ddmns: poi nt Of Cont act nust specify a phone nunmber if they are
denoted as the POC for an ORI G NATOR CONTROLLED dat a.
</ sch: assert>
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.30 - ./[Rules/ddmsConstraints/IRM_ID _00038.sch

Rule Description: IRM-ID-00038 [IRM-ID-00038][Error] If
MIN_DISCOVERABLE_OR_GREATER, element ddms:resource must specify at least one
element ddms:publisher. Human Readable: If this IRM instance complies with the minimum
discoverability rules, then the DDMS card must specify the publisher of the referenced resource.

Code Description: If MIN_DISCOVERABLE_OR_GREATER, we make sure that element
ddms:resource specifies at least one element ddms:publisher.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1RM | D-00038" >

<sch:rule
cont ext =" ddns: r esour ce[ $M N_DI SCOVERABLE_OR_GREATER] " >
<sch: assert test="ddns: publisher" flag="error">
[RM 1D 00038][Error] If M N_DI SCOVERABLE _OR GREATER, el enent

ddms: r esour ce
must specify at |east one el ement ddms: publisher.

Human Readable: If this IRMinstance conplies with the m ni num
di scoverability rules, then the DDMS card must specify the
publ i sher of
the referenced resource.
</ sch: assert>
</ sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.31 - ./I[Rules/ddmsConstraints/IRM_ID _00039.sch

Rule Description: IRM-ID-00039 [IRM-ID-00039][Error] If
MIN_DISCOVERABLE_OR_GREATER, element ddms:subjectCoverage must specify at least
one element ddms:productionMetric. Human Readable: If this IRM instance complies with the
minimum discoverability rules, then the DDMS card must specify a production metric of the
referenced resource.

Code Description: If MIN_DISCOVERABLE_OR_GREATER, we make sure that element
ddms:subjectCoverage specifies at least one element ddms:productionMetric.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1RM | D-00039" >

<sch:rule
cont ext =" ddns: r esour ce[ $M N_DI SCOVERABLE_OR_GREATER] " >
<sch: assert test="//ddns: subj ect Coverage/
ddns: producti onMetric" flag="error">
[IRM 1D 00039][Error] If M N_DI SCOVERABLE_OR GREATER, el enent

ddns: subj ect Coverage nust specify at | east one el enent
ddns: producti onMetri c.

Human Readable: If this IRMinstance conplies with the m nimum
di scoverability rules, then the DDVMS card nust specify a
production netric
of the referenced resource.
</sch: assert >
</sch: rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED 42



UNCLASSIFIED
IRM Schematron Guide 17 July 2012

2.32 - ./IRules/ismConstraints/IRM_ID _00040.sch

Rule Description: IRM-ID-00040 [IRM-1D-00040][Error] If element ddms:type is specified with a
gualifier of [urn:us:gov:ic.cvenum:irm:activity], then attribute ism:classification must also be
specified.

Code Description: For each ddms:type element which specifies attribute ddms:qualifier with a
value of [urn:us:gov:ic:cvenum:irm:activity], we make sure that attribute ism:classification is
specified.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern is-a="IsnEnforcenent" id="1RM I D 00040">

<sch: param name="r ul eText"
val ue=""[1 RM | D- 00040] [ Error] I f el enent
ddns:type is specified with a qualifier of
[urn:us:gov:ic:cvenumirmactivity], then attribute
i smclassification nust also be specified.'"/>
<sch: par am nane="codeDesc"
val ue="" For each ddns:type el enent
ich specifies attribute ddns: qualifier with a val ue of
[urn:us:gov:ic:cvenumirmactivity], we make sure that attribute
ismclassification is specified. >

<sch: par am nanme="cont ext "

al ue="ddns: type[ @dns: qual i fier="urn:us:gov:ic:cvenumirmactivity']"/>
<sch: param nanme="err Msg"
val ue="" [ RM 1 D 00040] [ Error]
If element ddns:type is specified with a qualifier of
[urn:us:gov:ic:cvenumirmactivity], then attribute
i smclassification nust al so be specified. >
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.33 - ./IRules/ismConstraints/IRM_ID _00041.sch

Rule Description: IRM-ID-00041 IRM-ID-00041][Error] If element ddms:type is specified with a
gualifier of [urn:us:gov:ic:irm:intel:disciplines], then attribute ism:classification must also be
specified.

Code Description: For each ddms:type element which specifies attribute ddms:qualifier with a
value of [urn:us:gov:ic:irm:intel:disciplines], we make sure that attribtue ism:classification is
specified.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern is-a="IsnEnforcenment" id="IRMID 00041">

<sch: param name="r ul eText"
val ue=""[1 RM | D-00041] [ Error] I f el enent
ddns:type is specified with a qualifier of
[urn:us:gov:ic:irmintel:disciplines], then attribute
i smclassification nust also be specified.'"/>
<sch: par am nane="codeDesc"
val ue="" For each ddns:type el enent
ich specifies attribute ddns: qualifier with a val ue of
[urn:us:gov:ic:irmintel:disciplines], we rmeke sure that attribtue
ismclassification is specified.'"/>

<sch: par am nanme="cont ext "

al ue="ddns: type[ @ldns: qual i fier="urn:us:gov:ic:irmintel:disciplines']"/>
<sch: param nanme="err Msg"
val ue="" [ RM 1 D 00041] [ Error]
If element ddns:type is specified with a qualifier of
[urn:us:gov:ic:irmintel:disciplines], then attribute
i smclassification nust al so be specified. >
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED 44



UNCLASSIFIED
IRM Schematron Guide 17 July 2012

2.34 - /IRules/ismConstraints/IRM_ID _00042.sch

Rule Description: IRM-ID-00042 [IRM-1D-00042][Error] If element ddms:type is specified with a
gualifier of [urn:us:gov:ic:cvenum:irm:intel:subdisciplines], then attribute ism:classification must
also be specified.

Code Description: For each ddms:type element which specifies attribute ddms:qualifier with a
value of [urn:us:gov:ic:cvenum:irm:intel:subdisciplines], we make sure that attribtue
ism:classification is specified.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern is-a="IsnEnforcenment" id="IRM I D 00042">

<sch: param name="r ul eText"
val ue=""[1 RM | D-00042] [ Error] I f el enent
ddns:type is specified with a qualifier of
[urn:us:gov:ic:cvenumirmintel:subdisciplines], then attribute
i smclassification nust also be specified.'"/>
<sch: par am nane="codeDesc"

val ue="" For each ddns:type el enent

ich specifies attribute ddns: qualifier with a val ue of

[urn:us:gov:ic:cvenumirmintel: subdisciplines], we make sure that
attribtue ismclassification is specified.'"/>

<sch: param nanme="cont ext"

al ue="ddns: type[ @dns: qual i fi er="urn:us:gov:ic:cvenumirmintel:subdiscipline
s']1"/>
<sch: param nanme="err Msg"
val ue="" [ RM 1 D 00042] [ Error]
If element ddns:type is specified with a qualifier of
[urn:us:gov:ic:cvenumirmintel:subdisciplines], then attribute
i smclassification nust al so be specified. >
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED 45



UNCLASSIFIED
IRM Schematron Guide 17 July 2012

2.35 - ./IRules/ismConstraints/IRM_ID _00043.sch

Rule Description: IRM-ID-00043 If element ddms:type is specified with a qualifier of
[urn:us:gov:ic:cvenum:irm:intel:subdisciplinetechnique], then attribute ism:classification must
also be specified.'

Code Description: For each ddms:type element which specifies attribute ddms:qualifier with a
value of [urn:us:gov:ic:cvenum:irm:intel:subdisciplinetechnique], we make sure that attribtue
ism:classification is specified.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern is-a="IsnEnforcenment" id="IRM I D 00043">

<sch: param name="rul eText"
val ue=""[I RM | D-00043] [ Error] If el ement
ddns:type is specified with a qualifier of
[urn:us:gov:ic:cvenumirmintel:subdisciplinetechnique], then
attribute ismclassification nust al so be specified.'"/>

<sch: par am nane="codeDesc"
val ue="" For each ddns:type el enent
ich specifies attribute ddns: qualifier with a val ue of
[urn:us:gov:ic:cvenumirmintel: subdisciplinetechni que], we meke sure
that attribtue ismclassification is specified.'"/>

<sch: par am nanme="cont ext "

al ue="ddns: type[ @dns: qual i fier="urn:us:gov:ic:cvenumirmintel:subdiscipline
t echni que']"/ >

<sch: param nane="err Msg"
val ue="" [ RM 1 D 00043][Error]
If elenent ddns:type is specified with a qualifier of
[urn:us:gov:ic:cvenumirmintel:subdisciplinetechnique], then
attribute ismclassification nust al so be specified. >
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.36 - ./[Rules/ismConstraints/IRM_ID _00044.sch

Rule Description: IRM-ID-00044 [IRM-1D-00044][Error] If element ddms:type is specified with a
gualifier of [urn:us:gov:ic:irm:productline] then attribute ism:classification must also be specified.

Code Description: For each ddms:type element which specifies attribute ddms:qualifier with a
value of [urn:us:gov:ic:irm:productline], we make sure that attribtue ism:classification is
specified.’

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern is-a="IsnEnforcenent" id="1RM I D 00044">

<sch: param nanme="r ul eText"
val ue=""[1 RM | D-00044] [ Error] I f el enent
ddns:type is specified with a qualifier of
[urn:us:gov:ic:irmproductline] then attribute ismclassification
nmust al so be specified.'"/>
<sch: param nane="codeDesc"

val ue="" For each ddns:type el enent

ich specifies attribute ddns: qualifier with a val ue of
[urn:us:gov:ic:irmproductline], we make sure that attribtue
ismclassification is specified.'"/>

<sch: par am nanme="cont ext"

al ue="ddns: type[ @dns: qualifier="urn:us:gov:ic:irmproductline ]"/>
<sch: param nane="err Msg"
val ue="" [ RM 1 D 00044] [Error]
If elenent ddns:type is specified with a qualifier of
[urn:us:gov:ic:irmproductline] then attribute ismclassification
nust al so be specified. >
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.37 - ./IRules/ismConstraints/IRM_ID _00045.sch

Rule Description: IRM-ID-00045 [IRM-1D-00045][Error] Element ddms:geospatialCoverage must

have ISM classification markings.

Code Description: For each ddms:geospatialCoverage element, we make sure that attribute
ism:classification is specified.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1RM | D-00045" >

<sch:rul e context="ddns: geospati al Coverage">
<sch: assert test="@smcl assification" flag="error">
[IRM 1 D 00045][Error] El ement ddns: geospati al Coverage nust have

cl assification markings.
</ sch: assert >
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.38 - .//Rules/valueEnumerationConstraints/
IRM_ID _00046.sch

Rule Description: IRM-ID-00046 [IRM-ID-00046][Error] If element ddms:type has attribute
@ddms:qualifier specified as [urn:us:gov:ic:cvenum:irm:intel:subdisciplinetechniques] the
attribute @ddms:value must be in CVEnumIRMiIntelSubDisciplineTechniques.xml. Human
Readable: Intel Sub Discipline Techniques must be in the
CVEnumIRMiIntelSubDisciplineTechniques CVE.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (IRM_XML.sch), which reads values from a specific
CVE file.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunent has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern is-a="ValidateVal uekxi stencel nList" id="I RvMI|D 00046" >

<sch: param name="rul eText"

val ue="" [1 RM 1 D 00046] [ Error]
If elenent ddms:type has attribute @dns: qualifier specified as
[urn:us:gov:ic:cvenumirmintel: subdisciplinetechni ques] the
attribute @dns:type nust be in
CVEnum RM nt el SubDi sci pl i neTechni ques. xmi . Hunman Readabl e:
Intel Sub Discipline Techni ques must be in the
CVEnum RM nt el SubDi sci pl i neTechni ques CVE. >

<sch: param nanme="codeDesc"

val ue="" This rule uses an abstract

pattern to consolidate logic. It checks that the val ue in paraneter

$searchTermis contained in the paraneter $list. The paraneter
$searchTermis relative in scope to the paraneter $context. The value for the

par anet er $list is a variable defined in the main docunent
(I RM_XM.. sch), which reads values froma specific CVE file.
" Il/ >

<sch: par am nanme="cont ext "

al ue="ddns: type[ @dns: qual i fier="urn:us:gov:ic:cvenumirmintel:subdiscipline
t echni ques']"/>
<sch: param nane="sear chTerni' val ue=" @dns: val ue"/ >
<sch: param name="1i st"
al ue="$subDbi sci pl i neTechni quesList"/>
<sch: param nanme="err Msg"
This document has been approved for Public Release by the Office of the Director of
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val ue="" [ RM 1 D 00046] [ Error]

If element ddns:type has attribute @dns: qualifier specified as

[urn:us:gov:ic:cvenumirmintel:subdisciplinetechniques] t he

attribute @ldns:type nust be in

CVEnum RM nt el SubDi sci pl i neTechni ques. xm . Human Readabl e:

Intel Sub Discipline Techni ques rmust be in the

CVEnum RM nt el SubDi sci pl i neTechni ques CVE. >

</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.39 - .//Rules/valueEnumerationConstraints/
IRM_ID _00047.sch

Rule Description: IRM-ID-00047 [IRM-ID-00047][Error] If element ddms:type has attribute
@ddms:qualifier specified as [urn:us:gov:ic:cvenum:irm:intel:subdisciplines] the attribute
@ddms:value must be in CVEnumIRMIntelSubDisciplines.xml. Human Readable: Intel Sub
Disciplines must be in the CVEnumIRMIntelSubDisciplines CVE.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (IRM_XML.sch), which reads values from a specific
CVE file.

Schematron Code:

<?I CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunent has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern is-a="ValidateVal uekxi stencelnList" id="1RWID 00047">

<sch: param nanme="r ul eText"

val ue="" [ RM 1D 00047] [Error]
If element ddns:type has attribute @dns: qualifier specified as
[urn:us:gov:ic:cvenumirmintel:subdisciplines] the attribute

@ldns: val ue rmust be in CVEnum RM nt el SubDi sci plines. xm .
Human Readabl e: Intel Sub Disciplines nmust be in the
CVEnum RM nt el SubDi sci pl i nes CVE. >

<sch: param nanme="codeDesc"
val ue="" This rule uses an abstract
pattern to consolidate logic. It checks that the val ue in paraneter
$searchTermis contained in the paraneter $list. The paraneter
$searchTermis relative in scope to the paraneter $context. The value for the

par anet er $list is a variable defined in the main docunent
(I RM_XM.. sch), which reads val ues froma specific CVE file.
" Il/ >

<sch: par am nanme="cont ext "

al ue="ddns: type[ @dns: qual i fier="urn:us:gov:ic:cvenumirmintel:subdiscipline
Sl ] ll/ >
<sch: param nanme="sear chTern' val ue=" @dns: val ue"/ >

<sch: param nanme="11ist" val ue="$i nt el SubDi sci pl i nesList"/>
<sch: param nane="err Msg"
val ue="" [1RM | D-00047] [Error]
If elenent ddms:type has attribute @dns: qualifier specified as
[urn:us:gov:ic:cvenumirmintel:subdisciplines] the attribute

This document has been approved for Public Release by the Office of the Director of
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@dns: val ue nmust be in CVEnum RM nt el Subbi sci pl i nes. xn .
Hunman Readabl e: Intel Sub Disciplines nmust be in the
CVEnum RM nt el SubDi sci pl i nes CVE. >

</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.40 - .//Rules/valueEnumerationConstraints/
IRM_ID 00048.sch

Rule Description: IRM-ID-00048 [IRM-ID-00048][Error] If element ddms:type has attribute
@ddms:qualifier specified as [urn:us:gov:ic:cvenum:irm:intel:disciplines] the attribute
@ddms:value must be in CVEnumIRMiIntelDisciplines.xml. Human Readable: Intel Disciplines
must be in the CVEnumIRMiIntelDisciplines CVE.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (IRM_XML.sch), which reads values from a specific
CVE file.

Schematron Code:

<?I CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunent has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern is-a="ValidateVal uekxi stencelnList" id="1RWI|D 00048">

<sch: param nanme="r ul eText"

val ue="" [ RM 1 D 00048] [ Error]
If element ddns:type has attribute @dns: qualifier specified as
[urn:us:gov:ic:cvenumirmintel:disciplines] the attribute
@ldns: val ue must be in CVEnuml RM ntel Di sciplines. xm. Human
Readabl e: Intel Disciplines nmust be in the CVEnum RM nt el Di sci pli nes

CVE. >

<sch: param nanme="codeDesc"
val ue="" This rule uses an abstract
pattern to consolidate logic. It checks that the val ue in paraneter
$searchTermis contained in the paraneter $list. The paraneter
$searchTermis relative in scope to the paraneter $context. The value for the

par anet er $list is a variable defined in the main docunent
(I RM_XM.. sch), which reads val ues froma specific CVE file.
" Il/ >

<sch: par am nanme="cont ext "

al ue="ddns: type[ @dns: qual i fier="urn:us:gov:ic:cvenumirmintel:disciplines']
II/>
<sch: param nane="sear chTermi' val ue=" @dns: val ue"/ >

<sch: param nane="1ist" val ue="$i ntel Di sci plinesList"/>
<sch: param nane="err Msg"
val ue="" [1 RM | D-00048] [ Error]
If elenent ddms:type has attribute @dns: qualifier specified as
[urn:us:gov:ic:cvenumirmintel:disciplines] the attribute
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@ldns: val ue nust be in CVEnunm RM nt el Di sci plines. xn . Hurran
Readabl e: Intel Disciplines nust be in the CVEnum RM nt el Di sci pli nes
CVE. >

</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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2.41 - .//Rules/valueEnumerationConstraints/
IRM_ID _00049.sch

Rule Description: IRM-ID-00049 [IRM-1D-00049][Error] If element ddms:subDivisionCode has
attribute @ddms:qualifier specified as
[urn:us:gov:ic:cvenum:irm:coverage:iso3166-2:subcountry] the attribute @ddms:value must be
in CVEnumIRMCoveragelS0O3166-2SubCountry.xml. Human Readable: ISO 3166-2 Sub
Country codes must be in the CVEnumIRMCoveragelSO3166-2SubCountry CVE.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (IRM_XML.sch), which reads values from a specific
CVE file.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunent has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern is-a="ValidateVal uekxi stencel nList" id="I RV I D 00049">

<sch: param name="rul eText"

val ue="" [ RM 1 D 00049] [Error]
I f el enment ddns: subDivisionCode has attribute @dns: qualifier specified
as [urn:us:gov:ic:cvenumirmcoverage: i so3166-2: subcountry]
the attribute @ldns:val ue nust be in
CVEnum RMCover agel SO3166- 2SubCountry. xm . Human Readabl e:
| SO 3166-2 Sub Country codes nust be in the
CVEnum RMCover agel SO3166- 2SubCountry CVE. R

<sch: param nanme="codeDesc"

val ue="" This rule uses an abstract

pattern to consolidate logic. It checks that the val ue in paraneter

$searchTermis contained in the paraneter $list. The paraneter
$searchTermis relative in scope to the paraneter $context. The value for the

par anet er $list is a variable defined in the main docunent
(I RM_XM.. sch), which reads values froma specific CVE file.
" Il/ >

<sch: par am nanme="cont ext "

al ue="ddns: subDi vi si onCode[ @dns: qual i fi er="urn: us: gov:ic:cvenumirmcoverage
:1s03166-2: subcountry' 1"/ >
<sch: param nane="sear chTerni' val ue=" @dns: val ue"/ >
<sch: param nanme="1i st"
al ue="$cover agel s03166- 2SubCount ryLi st"/ >
<sch: param nanme="err Msg"
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val ue="" [ RM 1 D 00049] [ Error]

If el ement ddns: subDivisionCode has attribute @dns: qualifier specified

as [urn:us:gov:ic:cvenumirmcoverage: i so3166-2: subcountry]

the attribute @ldns:val ue nust be in

CVEnum RMCover agel SO3166- 2SubCountry. xm . Human Readabl e:

| SO 3166-2 Sub Country codes nust be in the

CVEnum RMCover agel SG3166- 2SubCountry CVE. >

</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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2.42 - .//Rules/valueEnumerationConstraints/
IRM_ID _00050.sch

Rule Description: IRM-ID-00050 [IRM-ID-00050][Error] For element ddms:productionsMetrics,
attribute @ddms:subject must be in CVEnumIRMProductionMetricsSubject.xml. Human
Readable: Production Metric Subjects must be in the CVEnumIRMProductionMetricsSubject
CVE.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (IRM_XML.sch), which reads values from a specific
CVE file.

Schematron Code:

<?I CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunent has been approved for Public Release and is
avai l able for use without restriction.

-->
<sch: pattern is-a="ValidateVal uekxi stencelnList" id="1RwWID 00050">

<sch: param nanme="r ul eText"

val ue="" [1 RM 1 D 00050] [ Error]
For el ement ddns: productionsMetrics, attribute @dns: subj ect nust be
i n CVEnuml RVPr oducti onMetri csSubj ect. xm . Human Readabl e:
Production Metric Subjects nmust be in the
CVEnum RMPr oduct i onMet ri csSubj ect CVE. >

<sch: par am nane="codeDesc"
val ue="" This rul e uses an abstract
pattern to consolidate logic. It checks that the val ue i n paraneter
$searchTermis contained in the paraneter $list. The paraneter
$searchTermis relative in scope to the paranmeter $context. The value for the

par anet er $list is a variable defined in the main docunent
(1 RM_XM.. sch), which reads val ues froma specific CVE file.
d Il/ >

<sch: par am nanme="cont ext"
al ue="ddns: producti onMetric[ @dns: subj ect]"/>
<sch: param nanme="searchTern' val ue=" @dns: subj ect"/ >
<sch: param nanme="1i st"
al ue="$pr oducti onMetri csSubj ect List"/>
<sch: param nane="err Msg"

val ue="" [1 RM 1 D 00050] [Error]
For el ement ddms: producti onsMetrics, attribute @dns: subject nust be
i n CVEnum RMPr oducti onMet ri csSubj ect. xmi . Human Readabl e:
Production Metric Subjects must be in the
CVEnum RMPr oducti onMet ri csSubj ect CVE. >
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I </ sch: pattern> I
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2.43 - .//Rules/valueEnumerationConstraints/
IRM_ID _00051.sch

Rule Description: IRM-ID-00051 [IRM-ID-00051][Error] For element ddms:productionsMetrics,
attribute @ddms:coverage must be in CVEnumIRMProductionMetricsCoverage.xml. Human
Readable: Production Metric Coverage values must be in the
CVEnumIRMProductionMetricsCoverage CVE.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (IRM_XML.sch), which reads values from a specific
CVE file.

Schematron Code:

<?I CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunent has been approved for Public Release and is
avai l able for use without restriction.

-->
<sch: pattern is-a="Vali dat eVal uekxi stencel nLi st" id="1RMWM | D 00051">

<sch: param nanme="r ul eText"
val ue="" [1 RVk1 D-00051] [ Error]
For el ement ddns: productionsMetrics, attribute @dns: coverage nust
be in CVEnum RWVProducti onMetri csCoverage. xm . Hurran
Readabl e: Production Metric Coverage val ues must be in the
CVEnum RMPr oduct i onMet ri csCover age CVE. ">

<sch: param nane="codeDesc"
val ue="" This rul e uses an abstract
pattern to consolidate logic. It checks that the val ue i n paraneter
$searchTermis contained in the paraneter $list. The paraneter
$searchTermis relative in scope to the paranmeter $context. The value for the

par anet er $list is a variable defined in the main docunent
(1 RM_XM.. sch), which reads val ues froma specific CVE file.
u Il/ >

<sch: par am nanme="cont ext"
al ue="ddns: producti onMetri c[ @dns: coverage] "/ >
<sch: param nanme="searchTernm' val ue=" @ldns: coverage"/ >
<sch: param nanme="1i st"
al ue="$pr oducti onMetri csCover ageLi st"/>
<sch: param nane="err Msg"
val ue="" [ RM 1D 00051] [Error]
For el ement ddns: producti onsMetrics, attribute @dns: coverage nust
be i n CVEnum RMProducti onMetri csCover age. xm . Human
Readabl e: Production Metric Coverage val ues nmust be in the
CVEnum RMPr oducti onMet ri csCover age CVE. >
This document has been approved for Public Release by the Office of the Director of
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I </ sch: pattern> I
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2.44 - [[Rules/valueEnumerationConstraints/
IRM_ID _00052.sch

Rule Description: IRM-ID-00052 [IRM-ID-00052][Error] If element ddms:organization has
attribute @ddms:acronym specified, then the value must be in
CVEnumIRMAgencyAcronym.xml. Human Readable: Agency acronyms must be in the
CVEnumIRMAgencyAcronym CVE.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (IRM_XML.sch), which reads values from a specific
CVE file.

Schematron Code:

<?1 CEA pattern?><?|l CEA m n_accessi bl e?><!-- Notices - Distribution Notice:
Thi s document has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern is-a="ValidateVal uekxi stencelnList"” id="IRwWID 00052">

<sch: param nane="rul eText "

val ue="" [IRM 1 D 00052][Error]
I f elenment ddns:organization has attribute @dns: acronym specified,
t hen t he val ue nmust be in CVEnum RMAgencyAcr onym xmi . Human

Readabl e: Agency acronyms nust be in the CVEnum RMAgencyAcr onym CVE.
s

<sch: param name="codeDesc"
val ue="" This rule uses an abstract
pattern to consolidate logic. It checks that the val ue in paraneter
$searchTermis contained in the parameter $list. The paraneter
$searchTermis relative in scope to the paraneter $context. The value for the

par anmet er $list is a variable defined in the main docunent
(I RM_XM.. sch), which reads values froma specific CVE file.
" Il/ >

<sch: par am name="cont ext "
al ue="ddns: or gani zati on[ @dns: acronyni "/ >
<sch: param nane="sear chTerni' val ue=" @dns: acr onyni'/ >

<sch: param nane="1ist" val ue="$agencyAcronynList"/>
<sch: param nane="err Msg"
val ue="" [IRM 1 D 00052][Error]
I f elenment ddns:organization has attribute @dns: acronym specified,
t hen the val ue nust be in CVEnum RMAgencyAcr onym xmi . Human

Readabl e: Agency acronyms nust be in the CVEnum RMAgencyAcr onym CVE.
s
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I </ sch: pattern> I
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2.45 - //Rules/valueEnumerationConstraints/
IRM_ID _00053.sch

Rule Description: IRM-ID-00053 [IRM-ID-00053][Error] If element ddms:type has attribute
@ddms:qualifier specified as [urn:us:gov:ic:cvenum:irm:activity] the attribute @ddms:value must
be in CVEnumIRMActivity.xml. Human Readable: Activity must be in the CVEnumIRMActivity
CVE.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (IRM_XML.sch), which reads values from a specific
CVE file.

Schematron Code:

<sch: pattern is-a="ValidateVal ueExi stencel nList" id="1RWM I D 00053">

<sch: param name="r ul eText"
val ue="" [ RM 1 D 00053] [Error]
If elenment ddns:type has attribute @dns: qualifier specified as
[urn:us:gov:ic:cvenumirmactivity] the attribute @dns:type nust be
i n CVEnum RMActivity. xm . Human Readabl e: Activity must be
in the CVEnum RMActivity CVE. >

<sch: param nane="codeDesc"
val ue="" This rule uses an abstract
pattern to consolidate logic. It checks that the val ue in parameter
$searchTermis contained in the paraneter $list. The paraneter
$searchTermis relative in scope to the paranmeter $context. The value for the

par anet er $list is a variable defined in the main docunent
(1 RM_XM.. sch), which reads val ues froma specific CVE file.
d Il/ >

<sch: param nanme="cont ext"

al ue="ddns: type[ @dns: qual i fi er="urn:us:gov:ic:cvenumirmactivity']"/>

<sch: param nane="sear chTer ni' val ue=" @dns: val ue"/ >

<sch: param name="list" val ue="$activityList"/>

<sch: param nane="err Msg"

val ue="" [IRM 1 D 00053][Error]
If elenent ddms:type has attribute @ldns: qualifier specified as
[urn:us:gov:ic:cvenumirmactivity] the attribute @ldns:type nust be
i n CVEnuml RMActivity. xm . Human Readabl e: Activity nust be
in the CVEnum RMActivity CVE. >
</ sch: pattern>
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2.46 - .//Rules/valueEnumerationConstraints/
IRM_ID _00054.sch

Rule Description: IRM-ID-00054 [IRM-1D-00054][Error] If element ddms:geospatialCoverage has
attribute @ddms:precedence specified, then the value must be in
CVEnumIRMCoveragePrecedence.xml. Human Readable: ddms:geospatialCoverage/
@ddms:precedence must be in the CVEnumIRMCoveragePrecedence CVE.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (IRM_XML.sch), which reads values from a specific
CVE file.

Schematron Code:

<sch: pattern is-a="Validat eVal ueExi stencel nLi st" id="1RW | D 00054">

<sch: param name="r ul eText"

val ue="" [ 1 RM | D-00054] [ Error]
If el ement ddns: geospatial Coverage has attri bute @Ildms: precedence
speci fi ed, then the value nust be in
CVEnum RMCover agePr ecedence. xmi . Human Readabl e:
ddns: geospati al Cover age/ @dns: precedence nust be in the
CVEnum RMCover agePr ecedence CVE. >

<sch: param nanme="codeDesc"

val ue="" This rule uses an abstract

pattern to consolidate logic. It checks that the val ue in paraneter

$searchTermis contained in the paraneter $list. The paraneter
$searchTermis relative in scope to the paraneter $context. The value for the

par anet er $list is a variable defined in the main docunent
(I RM_XM.. sch), which reads values froma specific CVE file.
" Il/ >

<sch: par am nanme="cont ext "
al ue="ddns: geospati al Cover age[ @dns: precedence] "/ >
<sch: param nane="sear chTerni' val ue=" @dns: pr ecedence"/ >

<sch: param nane="1ist" val ue="$cover agePrecedenceli st"/>
<sch: param nane="err Msg"
val ue="" [ RM 1 D 00054] [Error]
I f el enment ddns: geospati al Coverage has attribute @Ildns: precedence
speci fi ed, then the value nmust be in
CVEnum RMCover agePr ecedence. xni . Human Readabl e:
ddns: geospati al Cover age/ @dms: precedence nust be in the
CVEnum RMCover agePr ecedence CVE. >
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I </ sch: pattern> I
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2.47 - /IRules/ddmsConstraints/IRM_ID _00055.sch

Rule Description: IRM-ID-00055 [IRM-1D-00055][Error] If ddms:geospatialCoverage/@order is
specified then there must be one and only one of ddms:geospatialldentifier/ddms:countryCode
or ddms:geospatialldentifier/ddms:subDivisionCode. Human Readable: A single order value
must be applied to one country code or one subdivision code but not to both.

Code Description: Make sure that there is only one ddms:countryCode or order
ddms:subDivisionCode when ddms:geospatialCoverage uses the order attribute.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1RWM | D-00055" >

<sch:rul e context="ddns: geospati al Cover age[ @dns: order]">
<sch:assert id="1RM 00055"
t est =" count (ddns: geogr aphi cl dentifier/
ddns: countryCode) + count (ddns: geographi cldentifier/ddns: subDi vi si onCode)

flag="error">

[RM 1D 00055][Error] If ddms: geospati al Coverage/ @rder is
speci fied then

there nmust be one and only one of ddns:geospatialldentifier/
ddns: count ryCode or

ddns: geospati al I dentifier/ddns: subDi vi si onCode. Hunman Readable: A
si ngl e order val ue

must be applied to one country code or one subdivision code

</sch: assert >
</ sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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2.48 - ./IRules/ddmsConstraints/IRM_ID _00056.sch

Rule Description: IRM-ID-00056 [IRM-ID-00056][Error] If
MIN_DISCOVERABLE_OR_GREATER, element ddms:resource must specify at least one
element ddms:title. Human Readable: If this IRM instance complies with the minimum
discoverability rules, then the DDMS card must specify the title of the referenced resource.

Code Description: If MIN_DISCOVERABLE_OR_GREATER, we make sure that element
ddms:resource specifies at least one element ddms:title.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1RM | D-00056" >

<sch:rule
cont ext =" ddns: r esour ce[ $M N_DI SCOVERABLE_OR_GREATER] " >
<sch: assert test="ddns:title" flag="error">

[IRM 1D 00056][Error] If M N_DI SCOVERABLE OR_CREATER, el enent
ddns: resource nust specify at |east one el enent ddns:title.

Human Readable: If this IRMinstance conplies with the m nimm
di scoverability rules, then the DDMS card nust specify the title
of the referenced resource.
</ sch: assert >
</sch:rul e>
</sch: pattern>
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2.49 - /IRules/ddmsConstraints/IRM_ID _00059.sch

Rule Description: IRM-ID-00059 [IRM-ID-00059][Error] If
MIN_DISCOVERABLE_OR_GREATER, element ddms:resource must specify at least one
element ddms:subjectCoverage. Human Readable: If this IRM instance complies with the
minimum discoverability rules, then the DDMS card must specify a subjectCoverage of the
referenced resource.

Code Description: If MIN_DISCOVERABLE_OR_GREATER, we make sure that element
ddms:resource specifies at least one element ddms:subjectCoverage.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1RRM | D-00059" >

<sch:rule
cont ext =" ddns: r esour ce[ $M N_DI SCOVERABLE_OR_GREATER] " >
<sch: assert test="ddms: subj ect Coverage" flag="error">
[IRM 1D 00059][Error] If M N_DI SCOVERABLE_OR GREATER, el enent

ddns: resource nust specify at | east one el enent
ddns: subj ect Cover age.

Human Readable: If this IRMinstance conplies with the m ni num
di scoverability rules, then the DDMS card mnmust specify a
subj ect Cover age
of the referenced resource.
</ sch: assert>
</ sch:rul e>
</ sch: pattern>
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2.50 - ./[Rules/ddmsConstraints/IRM_ID _00061.sch

Rule Description: IRM-ID-00061 [IRM-ID-00061][Error] If
MIN_DISCOVERABLE_OR_GREATER, element ddms:resource must specify at least one of
the following elements: ddms:creator, ddms:publisher, ddms:contributor, or
ddms:pointOfContact. Human Readable: If this IRM instance complies with the minimum
discoverability rules, then the DDMS card must specify a creator, publisher, contributor, or
pointOfContact for the referenced resource.

Code Description: If MIN_DISCOVERABLE_OR_GREATER, we make sure that element
ddms:resource specifies at least one of the following elements: ddms:creator, ddms:publisher,
ddms:contributor, or ddms:pointOfContact.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1RM | D-00061" >

<sch:rul e
cont ext =" ddns: r esour ce[ $M N_DI SCOVERABLE_OR_GREATER] " >
<sch: assert test="ddms: publisher or ddns:creator or
ddns: contri butor or ddns: poi nt O Cont act™
flag="error">
[RM 1D 00061][Error] If M N_DI SCOVERABLE _OR GREATER, el enent

ddns: resource nust specify at |east one of the followi ng el enments:
ddns: creator, ddms: publisher, ddns:contributor, or
ddns: poi nt Of Cont act .

Human Readable: If this IRMinstance conplies with the m nimm
di scoverability rules, then the DDVS card nust specify a creator,
publ i sher, contributor, or pointO Contact for the referenced
resource.
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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2.51 - ./IRules/ddmsConstraints/IRM_ID _00062.sch

Rule Description: IRM-ID-00062 [IRM-1D-00062][Error] The value of an IC-ID identifier must
follow standardized convention.

Code Description: When IC-ID is specified as the value of ddms:identifier/@ddms:qualifier,
@ddms:value should follow the regex [Gg][Uu][li][Dd][Ee]://[0-9{4}/[A-Za-z0-9_\-\.]{1,43}

Schematron Code:

<?l CEA pattern?><?| CEA m n_accessi bl e?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1RRM | D-00062" >

<sch:rul e context="ddns:identifier[ @dns:qualifier='1C
ID]">
<sch:l et name="ici dRegEx"
value=""'[Gg][Wu][Ii][Dd][Ee]://[0-9]{4}/[A- zZa-
z0-9 \-\.]1{1,43}'"/>

<sch: assert test="natches(string(@dns: val ue),
$i ci dRegEx)" flag="error">
[IRM | D 00062][Error] The value of an IC-ID identifier must

fol | ow
st andar di zed conventi on.
</ sch: assert >
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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2.52 - ./IRules/ddmsConstraints/IRM_ID _00063.sch

Rule Description: IRM-ID-00063 [IRM-ID-00063][Error] Element ddms:resource/ddms:creator/
ddms:organization must specify attribute @ddms:acronym. Human Readable: The DDMS card
must specify the creator organization of the referenced resource.

Code Description: We make sure that element ddms:resource/ddms:creator/ddms:organization
exists and specifies attribute @ddms:acronym.

Schematron Code:

<?| CEA pattern?><?| CEA m n_accessi bl e?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern i d="1RM | D-00063" >

<sch:rul e context="ddns: resource">
<sch: assert test="ddns: creator/ddns: organi zation/
@dns: acronynt' flag="error">
[RM 1 D 00063][Error] Elenment

ddms: resour ce/ ddms: creat or/ ddms: or gani zati on nmust specify

attribute
@dms: acronym

Human Readabl e: The DDMS card nust specify the creator
or gani zat i on of
t he referenced resource.
</ sch: assert >
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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2.53 - ./I[Rules/ddmsConstraints/IRM_ID _00064.sch

Rule Description: IRM-ID-00064 [IRM-ID-00064][Error] Element ddms:resource/ddms:dates
must specify attribute @ddms:created. Human Readable: The DDMS card must specify the
date on which the referenced resource was created.

Code Description: We make sure that element ddms:resource/ddms:dates exists and specifies
attribute @ddms:created.

Schematron Code:

<?| CEA pattern?><?| CEA m n_accessi bl e?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1 RM | D-00064" >

<sch:rul e cont ext="ddns: resource">
<sch: assert test="ddns: dates/ @dns: created" flag="error">
[IRM | D-00064] [Error] El ement ddns:resource/ddns: dates must

attri bute @dns: created.

Human Readabl e: The DDVS card nust specify the date on which the
referenced resource was created.
</sch: assert>
</sch: rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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2.54 - /IRules/ddmsConstraints/IRM_ID _00065.sch

Rule Description: IRM-ID-00065 [IRM-1D-00065][Error] Attribute ddms:resource/ddms:dates/
@ddms:created must be castable as an xs:dateTime type. Human Readable: The date on
which the referenced resource was created must be a dateTime type.

Code Description: We make sure that attribute dms:resource/ddms:dates/@ddms:created is
castable as an xs:dateTime type.

Schematron Code:

<?l CEA pattern?><?| CEA m n_accessi bl e?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1RRM | D-00065" >

<sch:rul e context="ddns: resource/ ddns: dat es[ @dns: creat ed] ">
<sch: assert test="@ldns: created castabl e as xs:dateTi ne"

flag="error">
[RM 1D 00065][Error] Attribute ddms:resource/ ddns: dat es/

@dns: cr eat ed
must be castable as an xs:dateTinme type.

Human Readabl e: The date on which the referenced resource was

must be a dateTi me type.
</ sch: assert>
</sch:rul e>
</ sch: pattern>
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2.55 - ./I[Rules/ddmsConstraints/IRM_ID _00066.sch

Rule Description: IRM-ID-00066 [IRM-ID-00066][Error] For element ddms:security/
ddms:noticeList, element ism:Notice must specify attribute ism:externalNotice with a value of

[true]. Human Readable: Notices within a ddms:security element always refer to the referenced

resource.

Code Description: For element ddms:security/ddms:noticeList/ism:Notice, we make sure that it

specifies attribute ism:externalNotice with a value of [true].

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1RRM | D-00066" >

<sch:rul e context="ddns: security/ddnms: noticelLi st/
i sm Notice">
<sch: assert test="@sm external Notice = true()"
flag="error">

[RM I D-00066][Error] For element ddms:security/ddns: noticeli st,
el ement i sm Notice
must specify attribute ismexternal Notice with a value of [true].

Human Readabl e: Notices within a ddns:security el enent al ways

to the referenced resource.
</ sch: assert >
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.56 - ./[Rules/ddmsConstraints/IRM_ID _00067.sch

Rule Description: IRM-ID-00067 [IRM-ID-00067][Error] For element ddms:security, element
ntk:Access must specify attribute ntk:externalReference with a value of [true]. Human Readable:
NTK information within a ddms:security element always refers to the referenced resource.

Code Description: For element ddms:security/ntk:Access, we make sure that it specifies
attribute ntk:externalReference with a value of [true].

Schematron Code:

<?l CEA pattern?><?| CEA m n_accessi bl e?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1RM | D-00067" >

<sch:rul e context="ddns: security/ntk: Access">
<sch: assert test="@tk: external Reference = true()"
flag="error">
[RM 1D 00067][Error] For elenment ddms:security, elenent
nt k: Access

must specify attribute ntk:external Reference with a val ue of

Human Readabl e: NTK information within a ddms: security el enent

refers to the referenced resource.
</ sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.57 - ./IRules/ddmsConstraints/IRM_ID _00068.sch

Rule Description: IRM-ID-00068 [IRM-1D-00068][Error] For element ddms:taskID, if attribute
xlink:href exists, then the attribute must have a non-null value.

Code Description: The normalize-spaced value of attribute xlink:href is checked to make sure
the length of the resulting string is greater than zero, which indicates non-whitespace content.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1 RM | D-00068" >

<sch:rul e context="ddms: taskl D[ @l ink: href]">
<sch: assert test="nornalize-space(string(@link:href))"

flag="error">

[ RV D-00068] [Error]

For elenment ddns:tasklID if attribute xlink:href exists, then the
attri bute nust have

a non-null val ue.

</ sch: assert >
</sch:rul e>

</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.58 - ./I[Rules/ddmsConstraints/IRM_ID _00069.sch

Rule Description: IRM-ID-00069 [IRM-ID-00069][Error] If attribute network is not specified for
element ddms:taskID, which allows the attribute, then attribute otherNetwork must not be
specified for the same element.

Code Description: If element ddms:taskID does not have attribute network specified and does
have attribute otherNetwork specified, then return false.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1RRM | D-00069" >

<sch:rul e context="ddms: taskl D'>
<sch: assert test=" i f(not(@etwork) and
@t her Net wor k) then fal se() el se true()"

flag="error">
[ RM I D-00069] [ Error]
If attribute network is not specified for elenment ddms:tasklD,
ich allows the

attribute, then attribute otherNetwork must not be specified for

t he same el ement.
</ sch: assert>
</ sch:rul e>

</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.59 - //Rules/valueEnumerationConstraints/
IRM_ID _00070.sch

Rule Description: IRM-ID-00070 [IRM-ID-00070][Error] If element ddms:type has attribute
@ddms:qualifier specified as [urn:us:gov:ic:cvenum:irm:executableindicator] the attribute
@ddms:value must be in CVEnumIRMEXxecutablelndicator.xml. Human Readable: Executable
Indicator Value must be in the CVEnumIRMExecutablelndicator CVE.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (IRM_XML.sch), which reads values from a specific
CVE file.

Schematron Code:

<sch: pattern is-a="ValidateVal uekxi stencel nList" id="IRMID 00070">

<sch: param name="rul eText"

val ue="" [1RM | D-00070] [ Error]
If elenent ddms:type has attribute @dns: qualifier specified as
[urn:us:gov:ic:cvenumirm executabl ei ndi cat or] the attribute

@ldns: type must be in CVEnum RVExecut abl el ndi cat or. xm .
Human Readabl e: Execut abl e | ndi cator Value nmust be in the
CVEnum RMExecut abl el ndi cat or CVE. >

<sch: par am nane="codeDesc"
val ue="" This rul e uses an abstract
pattern to consolidate logic. It checks that the val ue i n paraneter
$searchTermis contained in the paraneter $list. The paraneter
$searchTermis relative in scope to the paranmeter $context. The value for the

par anet er $list is a variable defined in the main docunent
(1 RM_XM.. sch), which reads val ues froma specific CVE file.
u Il/ >

<sch: param nanme="cont ext"

al ue="ddns: type[ @dns: qual i fi er="urn:us: gov:ic:cvenumirm executabl ei ndi cat or
" ]ll/ >
<sch: param nanme="searchTerm' val ue=" @dns: val ue"/ >

<sch: param nane="11ist" val ue="$execut abl el ndi catorList"/>
<sch: param nanme="err Msg"
val ue="" [ RM 1 D 00070] [ Error]
If element ddns:type has attribute @dns: qualifier specified as
[urn:us:gov:ic:cvenumirm execut abl ei ndi cator] the attribute

@ldns: type must be in CVEnum RVExecut abl el ndi cat or. xni .
HHumean Readabl e: Execut abl e | ndicator Value nmust be in the
CVEnum RMVExecut abl el ndi cat or CVE. >
This document has been approved for Public Release by the Office of the Director of
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I </ sch: pattern> I

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.60 - .//Rules/valueEnumerationConstraints/
IRM_ID _00071.sch

Rule Description: IRM-ID-00071 [IRM-ID-00071][Error] If element ddms:type has attribute
@ddms:qualifier specified as [urn:us:gov:ic:cvenum:irm:maliciouscodeindicator] the attribute
@ddms:value must be in CVEnumIRMMaliciousCodelndicator.xml. Human Readable: Malicious
Code Indicator values must be in the CVEnumIRMMaliciousCodelndicator CVE.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (IRM_XML.sch), which reads values from a specific
CVE file.

Schematron Code:

<sch: pattern is-a="ValidateVal uekxi stencel nList" id="IRMID 00071">

<sch: param name="rul eText"

val ue="" [1RM | D 00071] [ Error]
If elenent ddms:type has attribute @dns: qualifier specified as
[urn:us:gov:ic:cvenumirmnalici ouscodei ndi cator] the attribute

@dns: type must be in CVEnum RWMal i ci ousCodel ndi cat or. xm .
Human Readabl e: Malici ous Code | ndi cator values nust be in the

CVEnum RMMal i ci ousCodel ndi cat or CVE. >
<sch: par am nanme="codeDesc"
val ue="" This rul e uses an abstract
pattern to consolidate logic. It checks that the val ue i n paraneter

$searchTermis contained in the paraneter $list. The paraneter
$searchTermis relative in scope to the paranmeter $context. The value for the

par anet er $list is a variable defined in the main docunent
(1 RM_XM.. sch), which reads val ues froma specific CVE file.
u Il/ >

<sch: param nanme="cont ext"

al ue="ddns: type[ @dns: qual i fier="urn:us:gov:ic:cvenumirmmaliciouscodei ndi ca
tor']"/>
<sch: param nanme="searchTerm' val ue=" @dns: val ue"/ >

<sch: param name="Ilist" val ue="$nal i ci ousCodel ndi catorLi st"/>
<sch: param nanme="err Msg"
val ue="" [ RM 1D 00071] [Error]
If element ddns:type has attribute @dns: qualifier specified as
[urn:us:gov:ic:cvenumirmmaliciouscodei ndicator] the attribute

@ldns: type must be in CVEnum RWMal i ci ousCodel ndi cat or. xmi .
Human Readabl e: Malicious Code I ndicator values nust be in the
CVEnum RMMal i ci ousCodel ndi cat or CVE. >
This document has been approved for Public Release by the Office of the Director of
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I </ sch: pattern> I

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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Chapter 3 - Abstract Patterns

All of the Abstract Patterns for IRM are listed in this section. These patterns may depend
strongly on variables defined in the Schematron Schema section.

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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3.1 - ./ILib/CompareDateTimes.sch
Rule Description: CompareDateTimes
Code Description:

Schematron Code:

<?| CEA abstractPattern?><!-- Notices - Distribution Notice:
Thi s docunent has been approved for Public Release and is
avai | abl e for use without restriction.

-a><l -2
$context := an xpath to an el ement
$primaryDate := an xpath, relative to $context, to a date to conpare
agai nst all dates in $secondaryDateli st
$secondaryDatelList := a list of xpaths, relative to $context, each to a
dates in which to conpare agai nst $pri nmaryDate
$operator := the equality operator to use for conparing each date in

$secondar yDat eLi st to $prinaryDate

First, we make sure that the primarybDate is an allowable date format. |f
the primary date is not a valid

date format, then we return true because we cannot guarantee the val ue
provided is not allowed. Then, for

each date in $secondaryDateLi st we performthe sane check for a valid
date format and conpare the

secondaryDate to the primaryDate. To perform conpari sons between dates,

use the conpari son operator

contained in the param $operator and nmake sure that all conparisons
bet ween primary and secondary dates

returns true.
- - >
<sch: pattern abstract="true" id="ConpareDateTi nes">

<sch: rul e cont ext ="$cont ext ">

<sch: assert test=" if ($flag = 'warning' and
dtf:i sAl | owabl eDat eTi neFormat (string($prinmaryDate))) then every
$secondaryDate i n $secondaryDat eLi st satisfies
i f(dtf:isAlowabl eDateTi meFormat (string($secondaryDate)))
t hen dtf:conparebDat eTi nreRanges(string($primaryDate), S$operator,
string($secondaryDate)) el se true() el se
true() "

fl ag="warni ng">
<sch:val ue-of sel ect="%rul eText"/>
</ sch: assert>

<sch: assert test=" if ($flag = "error' and
dtf:i sAl | owabl eDat eTi neFormat (string($prinmaryDate))) then every
$secondaryDate i n $secondaryDat eLi st satisfies
i f(dtf:isAllowabl eDateTi mneFormat (string($secondaryDate))) t hen
dt f : conpar eDat eTi neRanges(string($pri naryDate), $operator,
string($secondaryDate)) el se true() el se

This document has been approved for Public Release by the Office of the Director of
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true() "

flag="error">
<sch:val ue-of sel ect="%rul eText"/>
</ sch: assert >
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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3.2 - ./[Lib/lsmEnforcement.sch

Rule Description: IsmEnforcement
Code Description:

Schematron Code:

<?| CEA abstractPattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai |l abl e for use without restriction.
-->< -2

This abstract pattern checks that if a particular qualifier is specified

ddns:type elenment that ismclassification is also specified.

$qualifier
$err Msg

the qualifier value that requires ismto be present
the error nessage text to display when the assertion fails

Exanpl e usage:

<sch: pattern is-a="DdnsTypel snEnforcenent” id="IRM | D 00039"
xm ns: sch="http://purl.oclc.org/dsdl/schematron">

<sch: param name="rul eText" val ue=""/>

<sch: param nane="codeDesc" val ue=""/>

<sch: param nanme="cont ext" val ue="ddns: type[ @dns: qual i fier=$qualifier]"/>

<sch: param nanme="err Msg" val ue=""'

[IRM 1 D 00039][Error]

If ddms:type is specified with a qualifier of

;us:gov:ic:irmproductline then

ismclassification nust al so be specified.

Ce s

</ sch: pattern>

Not e: $i so4217TrigraphList is defined in the nmain docunent, |RM XM. xmn .
- - >

<sch: pattern abstract="true" id="I|snEnforcenment">

<sch:rul e context="3%context">
<sch: assert test="@smcl assification" flag="error">
<sch: val ue- of sel ect="%errNMsg"/>
</ sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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3.3 - .//[Lib/ValidateValueExistencelnList.sch

Rule Description: ValidateValueExistencelnList
Code Description:

Schematron Code:

<?| CEA abstractPattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
--><l -2
This abstract pattern checks to see if an attribute of an el enment exists
inalist.

$cont ext := the context in which the searchVal ue exists

$searchTerm := the value which you want to verify is in the |ist

$li st :=the list in which to search for the searchVal ue

$err Msg = the error nmessage text to display when the assertion fails

Exanpl e usage:
<sch:pattern is-a="ValidateVal uekxi stencelnList" id="1RM | D 00027"
xm ns: sch="http://purl.oclc.org/dsdl/schematron">
<sch: param nane="context" val ue="//
i rm CountryCode[ @rm vocabul ary="FIPS ]"/>
<sch: param nane="searchTernm' val ue="."/>
<sch: param nanme="1ist" val ue="$cover ageFi psDi graphLi st"/>
<sch: param nanme="err Msg" val ue=""'
[IRM 1 D 00027][Error]

I f elenment CountryCode has attribute vocabul ary specified as FIPS
the el enent val ue nust be in CVEnum RMCover ageFl PSDi gr aph. xm .
[ u/ >
</sch: pattern>

Not e: $i so4217TrigraphList is defined in the main document, |RM XM.xnl.
- - >
<sch: pattern abstract="true" id="ValidateVal ueExi st encel nLi st">

<sch:rul e cont ext="$cont ext">
<sch: assert test=" some $token in $list
sati sfies $t oken = $searchTerm or
mat ches($searchTerm concat (' ~', $token,'$'))
flag="error">
<sch: val ue- of sel ect="%errMsg"/>
</ sch: assert >
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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Chapter 4 - Min Accessible Rules

All of the numbered Rules for IRM that are specifically required for the MIN_ACCESSIBLE
compliesWith mode are listed in this section. These rules are also enforced when the
compliesWith mode is set to MIN_DISCOVERABLE since that is a super set. There are other
rules that could come into play when using MIN_ACCESSIBLE if you add any data that would
trigger a rule. This set of rules is called out to help understand what MIN_ACCESSIBLE means.
These rules may depend strongly on patterns defined in the Abstract Patterns section or on
variables defined in the Schematron Schema section.

This document has been approved for Public Release by the Office of the Director of
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4.1 - /IRules/ddmsConstraints/IRM_ID_00012.sch

Rule Description: IRM-ID-00012 [IRM-ID-00012][Error] There must exist exactly one element

ddms:metacardinfo/ddms:identifier which specifies attribute @ddms:qualifier with a value of [IC-

ID]. Human Readable: The DDMS card must have a single IC-ID for itself.

Code Description: We make sure that exactly one element ddms:metacardinfo/ddms:identifier
specifies attribute @ddms:qualifier with a value of [IC-ID].

Schematron Code:

<?l CEA pattern?><?| CEA m n_accessi bl e?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1RM | D-00012" >

<sch: rul e context="ddms: netacardl nf 0" >
<sch: assert test="count( for
$qual ifier in ddns:identifier/@dns:qualifier
i f(normalize-space(string($qualifier)) =
then 1 el se
) =1
flag="error">

[RM 1D 00012][Error] There nust exist exactly one el enent

ddns: net acardl nfo/ ddns: i dentifier which specifies attribute
@ldns: qualifier with a value of [ICGID.

Human Readabl e: The DDMS card nust have a single ICID for itself
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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4.2 - /IRules/ddmsConstraints/IRM _ID _00014.sch

Rule Description: IRM-ID-00014 [IRM-1D-00014][Error] There must exist exactly one element
ddms:resource/ddms:identifier which specifies attribute @ddms:qualifier with a value of [IC-ID].
Human Readable: The DDMS card must have exactly one IC-ID for the referenced resource.

Code Description: We make sure that exactly one element ddms:resource/ddms:identifier
specifies attribute @ddms:qualifier with a value of [IC-ID].

Schematron Code:

<?l CEA pattern?><?| CEA m n_accessi bl e?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern i d="1 RM | D-00014" >

<sch: rul e context="ddmns: resource">
<sch: assert test="count( for $qualifier in
ddms: i dentifier/ @dns:qualifier return if (normalize-
space(string($qualifier)) ='1CGID) t hen
1 el se nul | ) = 1"
flag="error">

[IRM 1D 00014][Error] There must exist exactly one el enent

ddns: resource/ ddms: i dentifier which specifies attribute
@ldns: qualifier

with a value of [ICI1D.

Hunman Readabl e: The DDMS card nust have exactly one IC 1D for
t he referenced resource.
</ sch: assert >
</sch:rul e>
</sch: pattern>
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4.3 - ./[Rules/valueEnumerationConstraints/
IRM_ID _00052.sch

Rule Description: IRM-ID-00052 [IRM-ID-00052][Error] If element ddms:organization has
attribute @ddms:acronym specified, then the value must be in
CVEnumIRMAgencyAcronym.xml. Human Readable: Agency acronyms must be in the
CVEnumIRMAgencyAcronym CVE.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (IRM_XML.sch), which reads values from a specific
CVE file.

Schematron Code:

<?1 CEA pattern?><?|l CEA m n_accessi bl e?><!-- Notices - Distribution Notice:
Thi s document has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern is-a="ValidateVal uekxi stencelnList"” id="IRwWID 00052">

<sch: param nane="rul eText "

val ue="" [IRM 1 D 00052][Error]
I f elenment ddns:organization has attribute @dns: acronym specified,
t hen t he val ue nmust be in CVEnum RMAgencyAcr onym xmi . Human

Readabl e: Agency acronyms nust be in the CVEnum RMAgencyAcr onym CVE.
s

<sch: param name="codeDesc"
val ue="" This rule uses an abstract
pattern to consolidate logic. It checks that the val ue in paraneter
$searchTermis contained in the parameter $list. The paraneter
$searchTermis relative in scope to the paraneter $context. The value for the

par anmet er $list is a variable defined in the main docunent
(I RM_XM.. sch), which reads values froma specific CVE file.
" Il/ >

<sch: par am name="cont ext "
al ue="ddns: or gani zati on[ @dns: acronyni "/ >
<sch: param nane="sear chTerni' val ue=" @dns: acr onyni'/ >

<sch: param nane="1ist" val ue="$agencyAcronynList"/>
<sch: param nane="err Msg"
val ue="" [IRM 1 D 00052][Error]
I f elenment ddns:organization has attribute @dns: acronym specified,
t hen the val ue nust be in CVEnum RMAgencyAcr onym xmi . Human

Readabl e: Agency acronyms nust be in the CVEnum RMAgencyAcr onym CVE.
s
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I </ sch: pattern> I

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED 92



UNCLASSIFIED

IRM Schematron Guide 17 July 2012

4.4 - /IRules/ddmsConstraints/IRM_ID_00062.sch

Rule Description: IRM-ID-00062 [IRM-1D-00062][Error] The value of an IC-ID identifier must
follow standardized convention.

Code Description: When IC-ID is specified as the value of ddms:identifier/@ddms:qualifier,
@ddms:value should follow the regex [Gg][Uu][li][Dd][Ee]://[0-9{4}/[A-Za-z0-9_\-\.]{1,43}

Schematron Code:

<?| CEA pattern?><?| CEA m n_accessi bl e?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern i d="1 RM | D-00062" >

<sch:rul e context="ddns:identifier[ @dns:qualifier='1C
ID]">
<sch:l et name="ici dRegEx"

val ue=""[Gg] [Wu] [1i][Dd][Ee]://[0-9]{4}/[A Za-

z0-9 \-\.]1{1,43}""/>
<sch: assert test="natches(string(@dns: val ue),
$i ci dRegEx)" flag="error">
[IRM | D 00062] [Error] The value of an IC-ID identifier must
fol | ow
st andar di zed conventi on.
</ sch: assert >
</sch:rul e>
</sch: pattern>
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4.5 - /IRules/ddmsConstraints/IRM_ID_00063.sch

Rule Description: IRM-ID-00063 [IRM-ID-00063][Error] Element ddms:resource/ddms:creator/
ddms:organization must specify attribute @ddms:acronym. Human Readable: The DDMS card
must specify the creator organization of the referenced resource.

Code Description: We make sure that element ddms:resource/ddms:creator/ddms:organization
exists and specifies attribute @ddms:acronym.

Schematron Code:

<?l CEA pattern?><?| CEA m n_accessi bl e?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1 RM | D-00063" >

<sch:rul e context="ddns: resource">
<sch: assert test="ddns: creator/ddns: organi zation/
@dns: acronyn' flag="error">
[RM 1 D 00063][Error] El enment

ddms: resour ce/ ddms: creat or/ ddms: or gani zati on nmust specify

attribute
@dms: acronym

Human Readabl e: The DDMS card nust specify the creator
or gani zat i on of
the referenced resource.
</ sch: assert >
</sch:rul e>
</sch: pattern>
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4.6 - ./[Rules/ddmsConstraints/IRM_ID_00064.sch

Rule Description: IRM-ID-00064 [IRM-1D-00064][Error] Element ddms:resource/ddms:dates
must specify attribute @ddms:created. Human Readable: The DDMS card must specify the
date on which the referenced resource was created.

Code Description: We make sure that element ddms:resource/ddms:dates exists and specifies
attribute @ddms:created.

Schematron Code:

<?l CEA pattern?><?| CEA m n_accessi bl e?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1 RM | D-00064" >

<sch:rul e cont ext="ddns: resource">
<sch: assert test="ddns: dates/ @dns: created" flag="error">
[IRM | D-00064] [Error] El ement ddns:resource/ddns: dat es mnust

speci fy
attri bute @dns: created.

Human Readabl e: The DDVS card nust specify the date on which the
referenced resource was created.
</sch: assert>
</sch: rul e>
</ sch: pattern>
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4.7 - /IRules/ddmsConstraints/IRM_ID_00065.sch

Rule Description: IRM-ID-00065 [IRM-1D-00065][Error] Attribute ddms:resource/ddms:dates/
@ddms:created must be castable as an xs:dateTime type. Human Readable: The date on
which the referenced resource was created must be a dateTime type.

Code Description: We make sure that attribute dms:resource/ddms:dates/@ddms:created is
castable as an xs:dateTime type.

Schematron Code:

<?l CEA pattern?><?| CEA m n_accessi bl e?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1RRM | D-00065" >

<sch:rul e context="ddns: resource/ ddns: dat es[ @dns: creat ed] ">
<sch: assert test="@ldns: created castabl e as xs:dateTi ne"

flag="error">
[RM 1D 00065][Error] Attribute ddms:resource/ ddns: dat es/

@dms: cr eat ed
nmust be castable as an xs:dateTinme type.

Human Readabl e: The date on which the referenced resource was

must be a dateTi nme type.
</ sch: assert>
</sch:rul e>
</ sch: pattern>
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4.8 - ./I[Rules/ddmsConstraints/IRM_ID_00067.sch

Rule Description: IRM-ID-00067 [IRM-ID-00067][Error] For element ddms:security, element
ntk:Access must specify attribute ntk:externalReference with a value of [true]. Human Readable:
NTK information within a ddms:security element always refers to the referenced resource.

Code Description: For element ddms:security/ntk:Access, we make sure that it specifies
attribute ntk:externalReference with a value of [true].

Schematron Code:

<?l CEA pattern?><?| CEA m n_accessi bl e?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1RRM | D-00067" >

<sch:rul e context="ddns: security/ntk: Access">
<sch: assert test="@tk: external Reference = true()"
flag="error">
[RM 1D 00067][Error] For elenment ddms:security, elenent
nt k: Access

must specify attribute ntk:external Reference with a val ue of

Hurman Readabl e: NTK information within a ddms: security el enent

refers to the referenced resource.
</ sch: assert >
</sch:rul e>
</ sch: pattern>
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Chapter 5 - Min Discoverable Rules

All of the numbered Rules for IRM that are specifically required for the MIN_DISCOVERABLE
compliesWith mode are listed in this section. The rules in the section Min Accessible Rules are
also enforced when the compliesWith mode is set to MIN_DISCOVERABLE since this is a
super set. There are other rules that could come into play when using MIN_DISCOVERABLE if
you add any data that would trigger a rule. This set of rules is called out to help understand what
MIN_DISCOVERABLE means. These rules may depend strongly on patterns defined in the
Abstract Patterns section or on variables defined in the Schematron Schema section.

This document has been approved for Public Release by the Office of the Director of
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5.1 - .//Rules/ddmsConstraints/IRM_ID_00035.sch

Rule Description: IRM-ID-00035 [IRM-ID-00035][Error] If
MIN_DISCOVERABLE_OR_GREATER, element ddms:resource must specify at least one
element ddms:language. Human Readable: If this IRM instance complies with the minimum
discoverability rules, then the DDMS card must specify the language of the referenced resource.

Code Description: If MIN_DISCOVERABLE_OR_GREATER, we make sure that element
ddms:resource specifies at least one element ddms:language.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1 RM | D-00035" >

<sch:rule
cont ext =" ddns: r esour ce[ $M N_DI SCOVERABLE_OR_GREATER] " >
<sch: assert test="ddns:|anguage" flag="error">
[IRM 1 D 00035][Error] If M N_DI SCOVERABLE_OR GREATER, el enent

ddns: resour ce
must specify at |east one el enment ddms:| anguage.

Human Readable: If this IRMinstance conplies with the mini num
di scoverability rules, then the DDMS card must specify the
| anguage of
the referenced resource.
</ sch: assert>
</ sch:rul e>
</ sch: pattern>
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5.2 - ./IRules/ddmsConstraints/IRM_ID_00038.sch

Rule Description: IRM-ID-00038 [IRM-ID-00038][Error] If
MIN_DISCOVERABLE_OR_GREATER, element ddms:resource must specify at least one
element ddms:publisher. Human Readable: If this IRM instance complies with the minimum
discoverability rules, then the DDMS card must specify the publisher of the referenced resource.

Code Description: If MIN_DISCOVERABLE_OR_GREATER, we make sure that element
ddms:resource specifies at least one element ddms:publisher.

Schematron Code:

<?l1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1RM | D-00038" >

<sch:rule
cont ext =" ddns: r esour ce[ $M N_DI SCOVERABLE_OR_GREATER] " >
<sch: assert test="ddns: publisher" flag="error">
[RM 1D 00038][Error] If M N_DI SCOVERABLE _OR GREATER, el enent

ddms: r esour ce
must specify at |east one el ement ddms: publisher.

Human Readable: If this IRMinstance conplies with the mini num
di scoverability rules, then the DDMS card must specify the
publ i sher of
the referenced resource.
</ sch: assert>
</ sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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5.3 - ./[Rules/ddmsConstraints/IRM_ID_00039.sch

Rule Description: IRM-ID-00039 [IRM-ID-00039][Error] If
MIN_DISCOVERABLE_OR_GREATER, element ddms:subjectCoverage must specify at least
one element ddms:productionMetric. Human Readable: If this IRM instance complies with the
minimum discoverability rules, then the DDMS card must specify a production metric of the
referenced resource.

Code Description: If MIN_DISCOVERABLE_OR_GREATER, we make sure that element
ddms:subjectCoverage specifies at least one element ddms:productionMetric.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1RM | D-00039" >

<sch:rule
cont ext =" ddns: resour ce[ $M N_DI SCOVERABLE_OR_GREATER] " >
<sch: assert test="//ddns: subj ect Coverage/
ddns: producti onMetric" flag="error">
[IRM 1D 00039][Error] If M N_DI SCOVERABLE_OR GREATER, el enent
ddns: subj ect Coverage nust specify at | east one el enent
ddns: producti onMetri c.

Human Readable: If this IRMinstance conplies with the m ninmm
di scoverability rules, then the DDVMS card nust specify a
production netric
of the referenced resource.
</sch: assert >
</sch: rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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5.4 - ./IRules/ddmsConstraints/IRM_ID_00056.sch

Rule Description: IRM-ID-00056 [IRM-ID-00056][Error] If
MIN_DISCOVERABLE_OR_GREATER, element ddms:resource must specify at least one
element ddms:title. Human Readable: If this IRM instance complies with the minimum
discoverability rules, then the DDMS card must specify the title of the referenced resource.

Code Description: If MIN_DISCOVERABLE_OR_GREATER, we make sure that element
ddms:resource specifies at least one element ddms:title.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1 RM | D-00056" >

<sch:rule
cont ext =" ddns: r esour ce[ $M N_DI SCOVERABLE_OR_GREATER] " >
<sch: assert test="ddms:title" flag="error">

[IRM 1D 00056][Error] If M N_DI SCOVERABLE OR_CREATER, el enent
ddns: resource nust specify at |east one el enent ddns:title.

Human Readable: If this IRMinstance conplies with the m ninmm
di scoverability rules, then the DDMS card nust specify the title
of the referenced resource.
</ sch: assert >
</sch:rul e>
</sch: pattern>
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5.5 - .//Rules/ddmsConstraints/IRM_ID_00059.sch

Rule Description: IRM-ID-00059 [IRM-ID-00059][Error] If
MIN_DISCOVERABLE_OR_GREATER, element ddms:resource must specify at least one
element ddms:subjectCoverage. Human Readable: If this IRM instance complies with the
minimum discoverability rules, then the DDMS card must specify a subjectCoverage of the
referenced resource.

Code Description: If MIN_DISCOVERABLE_OR_GREATER, we make sure that element
ddms:resource specifies at least one element ddms:subjectCoverage.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1RM | D-00059" >

<sch:rule
cont ext =" ddns: r esour ce[ $M N_DI SCOVERABLE_OR_GREATER] " >
<sch: assert test="ddms: subj ect Coverage" flag="error">
[IRM 1D 00059][Error] If M N_DI SCOVERABLE_OR GREATER, el enent

ddns: resource nust specify at | east one el enent
ddns: subj ect Cover age.

Human Readable: If this IRMinstance conplies with the m ni num
di scoverability rules, then the DDMS card must specify a
subj ect Cover age
of the referenced resource.
</ sch: assert>
</sch:rul e>
</ sch: pattern>
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5.6 - .//Rules/ddmsConstraints/IRM_ID_00061.sch

Rule Description: IRM-ID-00061 [IRM-ID-00061][Error] If
MIN_DISCOVERABLE_OR_GREATER, element ddms:resource must specify at least one of
the following elements: ddms:creator, ddms:publisher, ddms:contributor, or
ddms:pointOfContact. Human Readable: If this IRM instance complies with the minimum
discoverability rules, then the DDMS card must specify a creator, publisher, contributor, or
pointOfContact for the referenced resource.

Code Description: If MIN_DISCOVERABLE_OR_GREATER, we make sure that element
ddms:resource specifies at least one of the following elements: ddms:creator, ddms:publisher,
ddms:contributor, or ddms:pointOfContact.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1RM | D-00061" >

<sch:rul e
cont ext =" ddns: r esour ce[ $M N_DI SCOVERABLE_OR_GREATER] " >
<sch: assert test="ddms: publisher or ddns:creator or
ddns: contri butor or ddns: poi nt O Cont act™
flag="error">
[RM 1D 00061][Error] If M N_DI SCOVERABLE _OR GREATER, el enent

ddns: resource nust specify at |east one of the followi ng el enments:
ddns: creator, ddms: publisher, ddns:contributor, or
ddns: poi nt Of Cont act .

Human Readable: If this IRMinstance conplies with the m nimm
di scoverability rules, then the DDVS card nust specify a creator,
publ i sher, contributor, or pointO Contact for the referenced
resource.
</sch: assert >
</sch:rul e>
</ sch: pattern>
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Chapter 6 - Schematron Schema

The top level Schematron file for IRM is in this section. This file imports all of the others and
also defines many global variables they are all dependent on.

This document has been approved for Public Release by the Office of the Director of
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6.1 - .//IRM_XML.sch

Rule Description: This is the root file for the IRM Schematron ruleset. It loads all of the required
CVEs, declares some variables, and includes all of the Rule .sch files.

Code Description: This is the root file for the IRM Schematron ruleset. It loads all of the required
CVEs, declares some variables, and includes all of the Rule .sch files.

Schematron Code:

<?| CEA master ?><!-- UNCLASSI FIED --><!-- Notices - Distribution Notice:
Thi s docunent is being nade available by the Intelligence
Communi ty Chief Information Oficer
to Federal, State, Local, Tribal, and Foreign Partners and
associ ated contractors. Approval for
any further distribution nust be coordinated via the Intelligence
Communi ty Chief Information
Oficer, Mssion Engagenent Division at standardssupport @ni. gov--
><!-- WARNI NG
Once compiled into an XSLT the result wll
be the aggregate classification of all the CVES
and included .sch files
- - >
<sch: schema xm ns: cve="urn: us:gov:ic:cve" xmns:xsl="http://ww.w3. org/
1999/ XSL/ Tr ansf or ni'
quer yBi ndi ng="xsl t 2" >
<sch:ns uri="http://ww.w3. org/ 2001/ XM_Schema"
prefix="xsd"/>
<sch:ns uri="urn:us:gov:ic:isnl prefix="isnl/>
<sch:ns uri="urn:us:gov:ic:irm prefix="irnm'/>
<sch:ns uri="urn:us:gov:ic:ntk" prefix="ntk"/>
<sch:ns uri="urn:us:ml:ces: netadata:ddns: 4" prefix="ddns"/>
<sch:ns uri="urn:us:gov:ic:cve" prefix="cve"/>
<sch:ns uri="http://ww.w3. org/ 1999/ xl i nk" prefix="xlink"/>
<sch:ns uri="http://ww.w3. org/ 1999/ XSL/ Tr ansf or nt'

prefix="xsl"/>
<sch:ns uri="date:tinme:function" prefix="dtf"/>
<sch:ns prefix="util" uri="urn:us:gov:ic:irmxsl:util"/>

<sch:l et name="1RM COVPLI ES W TH"
val ue="i rm | CResour ceMet adat aPackage/
@rmconpliesWth"/>
<sch:l et name="M N_DI SCOVERABLE_OR_GREATER"

al ue="util: cont ai nsAnyXf TheTokens($I RM_ COVWPLI ES W TH,
(' M N_DI SCOVERABLE' )) "/ >
<sch:l et name="M N_ACCESSI BLE_OR_GREATER"
val ue="$M N_DI SCOVERABLE_OR GREATER or
util:contai nsAnyOf TheTokens($l RM_ COWLI ES WTH, ('M N_ACCESSIBLE ))"/>

<l-- (U Resources -->
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<sch: |l et nane="agencyAcronyniist"
val ue="docunent('../../CVE/ | RM
CVEnum RVAgencyAcr onym xm ')/ / cve: CVE/ cve: Enuner ati on/ cve: Term cve: Val ue"/ >
<sch:l et name="conpliesWthList"
val ue="docunent ('../../CVE/ | RM
CVEnum RMConpl i esWth.xm ')/ /cve: CVE/ cve: Enuner ati on/ cve: Term cve: Val ue"/ >
<sch: |l et nane="coverageFi psDi graphLi st"
val ue="docunent('../../CVE/ | RM
CVEnum RMCover ageFl PSDi gr aph. xml ') // cve: CVE/ cve: Enuner ati on/ cve: Term
cve: Val ue"/ >
<sch:l et nane="coveragel so3166Di graphLi st"
val ue="docunent('../../CVE/ | RM
CVEnum RMCover agel SO3166Di gr aph. xm ')/ / cve: CVE/ cve: Enuner ati on/ cve: Ter nf
cve: Val ue"/ >
<sch:l et nane="coveragel so3166Tri graphLi st"
val ue="docunent('../../CVE/ | RM
CVEnum RMCover agel SO3166Tri graph. xm ')/ / cve: CVE/ cve: Enuner ati on/ cve: Ter nf
cve: Val ue"/ >
<sch:l et nane="coveragel so3166-2SubCountryLi st"
val ue="docunent('../../CVE/ | RM
CVEnum RMCover agel SG83166- 2SubCountry. xm ')/ /cve: CVE/ cve: Enuner ati on/ cve: Ter nf
cve: Val ue"/ >
<sch:l et nane="i so0639D graphLi st"
val ue="docunent('../../CVE/ | RM
CVEnum RM S0639Di gr aph. xm ')/ / cve: CVE/ cve: Enuner ati on/ cve: Term cve: Val ue"/ >
<sch: | et name="i s0639-2Tri graphList"”
val ue="docunent ('../../CVE/ | RM
CVEnum RM S0639- 2Tri graph. xm ')/ / cve: CVE/ cve: Enuner ati on/ cve: Term cve: Val ue"/ >
<sch:l et nane="iso0639-3TrigraphList"
val ue="docunent('../../CVE/ | RM
CVEnum RM S0639- 3Tri graph. xm ')/ /cve: CVE/ cve: Enuner ati on/ cve: Ternf cve: Val ue"/ >
<sch: | et name="m nmeTypelLi st"
val ue="docunent ('../../CVE/ | RM
CVEnum RWM neType. xnml ')/ /cve: Val ue"/ >
<sch: | et nane="conpoundCount ryCodeQual i fi er TypeLi st"
val ue="docunent('../../CVE/ | RM
CVEnum RMConpoundCount ryCodeQual i fi er Type. xm ')/ /cve: Val ue"/ >
<sch: | et name="conpoundLanguageQualifier TypeLi st"
val ue="docunent ('../../CVE/ | RM
CVEnum RMConpoundLanguageQual i fi er Type.xm ')//cve: Val ue"/ >
<sch:l et nane="subDi sci pl i neTechni quesV1Li st"
val ue="docunent('../../CVE/ | RM
CVEnum RM nt el SubDi sci pl i neTechni ques. xm ')/ /cve: Val ue"/ >
<sch: | et name="subDi sci pli neTechni quesLi st"
val ue="docunent ('../../CVE/ | RM
CVEnum RM nt el SubDi sci pl i neTechni ques. xm ')/ /cve: Val ue"/ >
<sch:l et nane="intel SubDi sci plinesList"
val ue="docunent('../../CVE/ | RM
CVEnum RM nt el SubDi sci plines.xm"')//cve: Val ue"/>
<sch: |l et name="intel Di sciplinesList"
val ue="docunent ('../../CVE/ | RM
CVEnum RM nt el Di sci plines.xm"')//cve: Val ue"/ >
<sch: |l et nane="producti onMetricsSubjectList"
val ue="docunent('../../CVE/ | RM

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED 107



UNCLASSIFIED
IRM Schematron Guide

17 July 2012

CVEnum RMPr oduct i onMetri csSubj ect.xm ')/ /cve: Val ue"/ >
<sch: | et name="productionMetricsCoveragelList"
val ue="docunent ('../../CVE/ | RM
CVEnum RMPr oducti onMet ri csCoverage. xm ')//cve: Val ue"/ >
<sch:l et nane="activityList"
val ue="docunent('../../CVE/ | RM
CVEnum RVActivity.xm ')//cve: Val ue"/ >

<sch: | et nane="execut abl el ndi catorList"
val ue="docunent('../../CVE/ | RM
CVEnum RVExecut abl el ndi cator.xm ')/ /cve: Val ue"/ >

<sch: | et nane="nal i ci ousCodel ndi cat orLi st"
val ue="docunent('../../CVE/ | RM
CVEnum RMMal i ci ousCodel ndi cator.xm ')//cve: Val ue"/ >

<sch:l et nane="coveragePrecedenceli st"
val ue="docunent('../../CVE/ | RM
CVEnum RMCover agePr ecedence. xm ')/ /cve: Val ue"/ >

<|__ *khkhkhkhkkhkhkdkdhkhkhkhkhkkhkhkddhhhdhhkdkkk*xx - >
<l-- * General dobal Variables * -->
<|__ EE R S I b 6 b I I I R Ik b I I S O b bk __>

<sch:l et nane="current Year" val ue="year-fromdateTi me(current-
dateTinme())"/>

<sch:l et nane="tineZoneRegEx" value=""'Z|[\+-]\d{2}:\d{2}'"/>

<sch: | et name="endsWt hTi neZoneRegEx" val ue="concat ('".*",

$t i neZoneRegEXx, ' $' )"/ >
<sch: | et name="start Dat eTi meTenpl at e"
al ue=""0001-01-01T0O: 00: 00. 000" "/ >
<sch: | et nanme="endDat eTi nreTenpl at e"
al ue=""'9999-12-01T23: 59: 59.999"' "/ >
<sch:l et nane="def aul t Ti nreZone" val ue="'2z""/>

<|__ EE IR I I I I I R I I I I I b I b I R I b I I I b I I I o -->
<l-- * Abstract Rule and Pattern |Includes * -->
<!__ EIR R I I I I I I I I I I b I I I I I R I I I IR S O A I I I O - >

<sch:include href="./Lib/ValidateVal uekExi st encel nLi st.sch"/>

<sch:include href="./Lib/DatelLi st Year RangeRul e. sch"/>
<sch:include href="./Lib/Dat eYear RangeRul e. sch"/ >
<sch:include href="./Lib/ConparebDateTi mes. sch"/ >

<sch:include href="./Lib/lsnEnforcenent.sch"/>

<l oo F*hkdkhhkkhdhhhhhhhdhhhhhhhhhhhhhhhhhhhhrr | _

<l-- * Custom XSLT2 Function Definitions * -->

<l oo F*hkkhkhkhhhhhhhhhhhhhhhhhhhhhhhhhhhhrrr | 5

<l--

Returns true if any token in the attribute value matches at |east one

t oken in the provided |ist.
-->

<xsl : function nane="util: contai nsAnyOf TheTokens" as="xs: bool ean">
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<xsl : param nane="attri bute"/>
<xsl : param name="t okenLi st" as="xs:string+"/>
<xsl :val ue-of sel ect="sone $attrToken in
t okeni ze(nor mal i ze-space(string($attribute)), ' ') satisfies $attrToken =
$t okenLi st"/ >
</ xsl:function>

<l--
Returns the maxi num day of the nonth for an xs:dateTine as an
XS: string.
@aram {xs: dateTi me} date The date tine fromwhich to get the nonth
@eturns {xs:string} String representation of the naxi num day of the
nont h
-->
<xsl : function name="dtf: get MaxDay" as="xs:string">
<xsl : param nanme="dat e" as="xs: dat eTi ne"/>
<xsl :vari abl e name="nonth"
sel ect =" nunber (dtf: get Mont h(string($date)))"/>
<xsl : choose>
<xsl : when test="$nonth = (1,3,5,7,8,10,12)">
<xsl :val ue-of select="31"/>
</ xsl : when>
<xsl :when test="%$nmonth = (4,6,9,11)">
<xsl : val ue- of sel ect="30"/>
</ xsl : when>
<xsl : ot herw se>
<xsl : choose>
<xsl : when
test="dtf:isLeapYear(string($date))">
<xsl : val ue- of sel ect="29"/>
</ xsl : when>
<xsl : ot herw se>
<xsl :val ue- of sel ect="28"/>
</ xsl : ot herwi se>
</ xsl : choose>
</ xsl : ot herwi se>
</ xsl : choose>
</ xsl:function>

<l--
@aram {xs: date} date String representation of a date
@eturns {xs:boolean} Returns true if the date provided occurs in a
| eap year; otherw se returns fal se.
-->
<xsl:function nanme="dtf:islLeapYear" as="xs: bool ean">
<xsl : param nanme="dat e" as="xs:string"/>
<xsl :variabl e name="year" as="xs:integer"
sel ect ="xs:integer(dtf:getYear($date))"/>
<xsl : choose>
<xsl : when test="$year nod 100 = 0">
<xsl : choose>
<xsl :when test="$year nod 400 =
0" >
<xsl : val ue- of
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sel ect="true()"/>
</ xsl : when>
<xsl : ot herw se>
<xsl : val ue- of
sel ect="fal se()"/>
</ xsl : ot herw se>
</ xsl : choose>
</ xsl : when>
<xsl : ot herw se>
<xsl : choose>
<xsl :when test="$year nod 4 = 0">
<xsl : val ue- of
sel ect="true()"/>
</ xsl : when>
<xsl : ot herw se>
<xsl : val ue- of
sel ect="fal se()"/>
</ xsl : ot herw se>
</ xsl : choose>
</ xsl : ot herwi se>
</ xsl : choose>
</ xsl : function>

<l--
Repl aces the day portion of the provided dateTime with the new day
provi ded.
@aram {xs: dateTi ne} dateTime An xs:dateTine to be updated with new
day.
@aram {xs:string} newDayString String representation of day portion
of a date.
@eturns {xs:dateTinme} Returns new xs:dateTinme wth updated day
portion.
| eap year; otherw se returns fal se.
-->
<xsl:function nanme="dtf:repl aceDat eTi mreDay" as="xs: dateTi ne">
<xsl : param nanme="dat eTi ne" as="xs: dateTi me"/>
<xsl : param name="newDayStri ng" as="xs:string"/>
<xsl : vari abl e nane="bef or eDay"
sel ect ="substring(string($dateTine), 1, 8)"/>
<xsl :vari abl e nanme="aft er Day"
sel ect ="substring(string($dateTinme), 11)"/>
<xsl : val ue- of sel ect ="concat ( $bef or eDay,
SnewDayString, $afterDay)"/>
</ xsl:function>

<l--
Returns a string representation of the year portion of the date
represented by the provided string.
@aram {xs:string} dateString String representation of a date in one
of the allowable formats.
@eturns {xs:string} String representation of the year portion of the
date represented by the provided string.
-->
<xsl :function name="dtf: get Year" as="xs:string">
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<xsl : param nanme="dateStri ng" as="xs:string"/>
<xsl : val ue- of
sel ect ="substring(dtf:renoveTi meZone($dateString), 1, 4)"/>
</ xsl:function>

<l--
Returns a string representation of the nmonth portion of the date
represented by the provided string.
@aram {xs:string} dateString String representati on of a date in one
of the allowable formats.
@eturns {xs:string} String representation of the nonth portion of
t he
date represented by the provided string.
-->
<xsl : function name="dtf: get Month" as="xs:string">
<xsl : param nanme="dat eStri ng" as="xs:string"/>
<xsl : val ue- of
sel ect ="substring(dtf:renmoveTi neZone($dateString), 6, 2)"/>
</ xsl : function>

<l--
Returns a string representation of the day portion of the date
represented by the provided string.
@aram {xs:string} dateString String representation of a date in one
of the all owable formats.
@eturns {xs:string} String representation of the day portion of the
date represented by the provided string.
-->
<xsl:function nane="dtf:getDay" as="xs:string">
<xsl : param nanme="dat eStri ng" as="xs:string"/>
<xsl : val ue- of
sel ect ="substring(dtf:renmoveTi neZone($dateString), 9, 2)"/>
</ xsl:function>

<I--
Returns a string representation of the tinezone portion of the date
represented by the provided string.
@aram {xs:string} dateString String representation of a date in one
of the all owable formats.
@eturns {xs:string} String representation of the tinezone portion of
the date represented by the provided string.
-->
<xsl : function name="dtf:get Ti neZone" as="xs:string">
<xsl : param nanme="dat eStri ng" as="xs:string"/>
<xsl :vari abl e nane="dat eTi mneEndi ngW t hTi mezone"
as="xs:string"
sel ect="concat (' . *(', $ti mneZoneRegEx, ')
$ )"/ >
<xsl : choose>
<xsl : when test="mat ches($dat eStri ng,
$dat eTi neEndi ngW t hTi mezone) " >
<xsl : val ue- of
sel ect ="repl ace($dat eStri ng, $dateTi mneEndi ngWt hTi mezone, '$1')"/>
</ xsl : when>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED 111



UNCLASSIFIED
IRM Schematron Guide 17 July 2012

<xsl : ot herw se>
<xsl : val ue- of
sel ect =" $def aul t Ti mneZone"/ >
</ xsl : ot herw se>
</ xsl : choose>
</ xsl : function>

<l--
Returns true if the year portion of the date represented by the
provi ded
string contains four (4) digits; otherw se returns false.
@aram {xs:string} dateString String representation of a date in one
of the all owable formats.
@eturns {xs:string} true if the year portion of the date represented
by
the provided string contains four (4) digits; otherw se returns
fal se.
-->
<xsl:function nane="dtf:yearPortionHasFourDi gits" as="xs: bool ean">
<xsl : param name="dat eStri ng" as="xs:string"/>
<xsl:variabl e
nane="dat eWt hOnl yFour Di gi t Year AndOpt i onal Ti mneZoneRegEx" as="xs:string"
sel ect ="concat (' "\ d{4} (', $ti meZoneRegEx, ') ?
$ )"/ >
<xsl:variabl e
nane="dateStarti ngWthFourDi gi t Year RegEx" as="xs:string" select="""\d{4}-.*
s ">
<xsl : val ue- of sel ect ="mat ches($dat eStri ng,
$dat eW t hOnl yFour Di gi t Year AndOpt i onal Ti neZoneRegEx)
or mat ches($dat eStri ng,
$dat eStarti ngW t hFour Di gi t Year RegEx) "/ >
</ xsl:function>

<l--
Renmoves the tinmezone portion of the date represented by the provided
string and returns all renaining portions.
@aram {xs:string} dateString String representation of a date in one
of the all owable formats.
@eturns {xs:string} String representation of a date without a
ti mezone
porti on.
-->
<xsl : function name="dtf:renoveTi meZone" as="xs:string">
<xsl : param nanme="dat eStri ng" as="xs:string"/>
<xsl :val ue-of sel ect="repl ace($dateString,
$ti neZoneRegEx, '')"/>
</ xsl:function>

<l--
Uses the tenplate provided to fill in missing portions of the string
representation of a dateTinme provided and returns a full xs:dateTine.
The dateString provided rmust not contain a tinezone.
@aram {xs:string} dateString String representati on of a date in one
of the allowable formats.
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@aram {xs:string} dateTenplateString String tenplate of a default
dat e
fromwhich to pad m ssing portions of the dateString paraneter.
@eturns {xs:dateTine} An xs:dateTine represented by the string date
provi ded.
-->
<xsl : function name="dtf: padDat eTi reWt hTenpl ate" as="xs: dateTi ne">
<xsl : param nanme="dat eStri ng" as="xs:string"/>
<xsl : param nanme="dat eTenpl at eStri ng"
as="xs:string"/>
<xsl : val ue- of sel ect="concat ($dateStri ng,
substri ng($dat eTenpl ateString, string-length(normalize-space($dateString))
+1)) "/ >
</ xsl:function>

<l--
Returns true if the string provided represents an all owabl e dateTi ne
format; false, otherwi se. The all owabl e dateTinme formats are defined
in the DES for the PUBS. XM. specification.
@eturns {xs:boolean} Returns true if the string provided represents

al l owabl e dateTinme format; false, otherw se.
-->
<xsl:function name="dtf:isAll owabl eDat eTi mreFor mat" as="xs: bool ean" >
<xsl : param nane="i nput" as="xs:string"/>
<xsl :variabl e nane="tri nmedl nput" as="xs:string"
sel ect ="normal i ze- space($i nput)"/>

<l-- year -->
<xsl:variabl e name="YYYY" as="xs:string" select="""\d{4}(Z[\+-]\d{2}:
d{2})?% "/ >

<l-- year, nonth -->
<xsl:variabl e name="YYYY- MU' as="xs:string" select="""\d{4}-\d{2}(Z [\
+1\d{2}:\d{2})?%" "/ >

<!-- year, nonth, day -->
<xsl :vari abl e nanme="YYYY- MM DD' as="xs:string"
sel ect=""Md{4}-\d{2}-\d{2} (Z| [\ +-]\d{2}:
d{2}) 7% "/>

<l-- year, nonth, day, hour, mnute -->
<xsl :vari abl e name="YYYY- MM DDThh- m{ as="xs: string"
sel ect ="' M d{4}-\d{2}-\d{2}T\d{2}:\d{2}(Z
[V+-1Vd{2}:\d{2})?% "/ >

<l-- year, nonth, day, hour, mnute, seconds,
optional mlliseconds -->
<xsl :vari abl e name="YYYY- MM DDThh- mm ss" as="xs:string"
sel ect ="' M d{4}-\d{2}-\d{2} T\d{2}:\d{2}:
d{2}(\.\d{1,3})?2(Z [\ +]\d{2}:\d{2})?%" "/ >

<xsl : val ue- of sel ect=" mat ches($tri medl nput,
SYYYY) or mat ches( $tri nmed! nput, $YYYY-MM or mat ches( $t ri medl nput,
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SYYYY- MMt DD) or mat ches($tri mredl nput, $YYYY- MM DDThh-nm) or
mat ches($tri mredl nput, 3$YYYY- M DDThh- nm ss) ">
</ xsl:function>

<I--
Returns the earliest xs:dateTine possible for the provided string
representation of a dateTine. Fills in mssing portions of the
dateTinme with the earliest possible values. Default values for mssing

portions:
MM = 01
DD = 01
hh = 00
mm = 00
ss = 00
s = 000

@aram {xs:string} dateString String representation of a date in one
of the all owable formats.
@eturns {xs:dateTine} The earliest xs:dateTinme possible for the
provi ded string representation of a dateTine.
-->
<xsl:function nanme="dtf:startDate" as="xs:dateTi nme">
<xsl : param nanme="dat eStri ng" as="xs:string"/>
<xsl:variabl e name="ti nmeZonePorti on"
sel ect ="dt f: get Ti neZone($dateString)"/>
<xsl:variabl e name="dat eTi nePorti on"
sel ect ="dt f:renoveTi meZone($dateString)"/>
<xsl :vari abl e name="out put Dat e"

sel ect ="dt f: padDat eTi meW t hTenpl at e( $dat eTi mePor ti on,
$st art Dat eTi meTenpl ate) "/ >
<xsl : val ue- of sel ect="concat ( $out put Dat e,
$t i neZonePortion)"/ >
</ xsl:function>

<I--
Returns the |l atest xs:dateTine possible for the provided string
representation of a dateTine. Fills in mssing portions of the
dateTinme with the | atest possible values. Default values for mssing

portions:

M = 12

DD = maxi num day of the nonth
hh = 23

mm = 59

ss = 59

s = 999

@aram {xs:string} dateString String representation of a date in one
of the all owable formats.
@eturns {xs:dateTine} The | atest xs:dateTine possible for the
provi ded string representation of a dateTine.
-->
<xsl:function nanme="dtf:endDate" as="xs:dateTi ne">
<xsl : param name="i nput" as="xs:string"/>
<xsl:variabl e name="ti neZonePortion"
sel ect ="dt f: get Ti mneZone($i nput)"/>
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<xsl:vari abl e nanme="dat eTi nePortion"
sel ect ="dtf: renoveTi meZone($i nput)"/>
<xsl :vari abl e name="out put Dat e"

sel ect ="dt f: padDat eTi mreW t hTenpl at e( $dat eTi mePorti on, $endDat eTi mreTenpl ate)"/ >
<xsl :vari abl e nane="out put Wt hCorrect edDay"

sel ect ="dt f: repl aceDat eTi neDay( $out put Dat e, dtf: get MaxDay($out put Date))"/>
<xsl : choose>
<xsl : when test="dtf:getDay($i nput)">
<xsl : val ue- of
sel ect ="concat ($out put Dat e, $ti meZonePortion)"/>
</ xsl : when>
<xsl : ot herw se>
<xsl : val ue- of
sel ect =" concat ($out put Wt hCorrect edDay, $tineZonePortion)"/>
</ xsl : ot herwi se>
</ xsl : choose>
</ xsl:function>

<l--
Cal cul ates the date range inplied for both primary and secondary and
determines if there is any overlap between the two ranges. Overlap is
defined as the start of primary date range | ess than or equal to the
end of secondary date range, inclusive, and the start of the secondary
date range less than or equal to the end of the primry date range.
Returns true if there is any overlap; otherw se, returns fal se.
@aram {xs:string} primary String representation of a date in one
of the allowable formats.
@aram {xs:string} secondary String representation of a date in one
of the allowable formats.
@eturns {xs:boolean} Returns true if the date ranges inplied by
primary
and secondary overlap at all; otherw se, returns fal se.
-->
<xsl :function name="dtf:overl aps" as="xs: bool ean">
<xsl : param name="pri mary" as="xs:string"/>
<xsl : param nanme="secondary" as="xs:string"/>
<xsl :variable name="primaryStart" as="xs:dateTi ne
sel ect="dtf:startDate($prinary)"/>
<xsl :variabl e name="pri maryEnd" as="xs: dateTi ne"
sel ect ="dtf: endDate($primary)"/>
<xsl:variabl e nanme="secondaryStart"
as="xs: dateTi ne" select="dtf:startDate($secondary)"/>
<xsl:variabl e name="secondaryEnd" as="xs: dateTi ne
sel ect ="dt f: endDat e( $secondary) "/ >
<xsl:val ue-of select="$primaryStart & t;=
$secondar yEnd and $secondaryStart & t;= $primaryEnd"/>
</ xsl : function>

<l--
Determines if the date range inplied by the string representation in
primary is strictly before the date range inplied by the string
representation in secondary. Returns true if the end of the date
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range inplied by prinary is less than the start of the date range
i nplied by secondary; otherw se, returns fal se.
@aram {xs:string} primary String representation of a date in one
of the allowable formats.
@aram {xs:string} secondary String representation of a date in one
of the allowable formats.
@eturns {xs:boolean} Returns true if the date range inplied by
pri mary
is strictly earlier than the date range inplied by secondary;
ot herwi se,
returns fal se.
-->
<xsl : function name="dtf:isBefore" as="xs:bool ean">
<xsl : param name="pri mary" as="xs:string"/>
<xsl : param nane="secondary" as="xs:string"/>
<xsl :vari abl e nane="pri naryEnd" as="xs: dat eTi ne"
sel ect ="dtf: endDat e($primary)"/>
<xsl :vari abl e nane="secondaryStart"
as="xs: dateTi ne" select="dtf:startDate($secondary)"/>
<xsl :val ue-of select="%prinmaryEnd &l t;
$secondaryStart"/>
</ xsl:function>

<l--
Determines if the date range inplied by the string representation in
primary is strictly after the date range inplied by the string
representation in secondary. Returns true if the end of the date
range inplied by primary is less than the start of the date range
implied by secondary; otherw se, returns fal se.
@aram {xs:string} primary String representation of a date in one
of the allowable formats.
@aram {xs:string} secondary String representation of a date in one
of the allowable formats.
@eturns {xs:boolean} Returns true if the date range inplied by
primary
is strictly later than the date range inplied by secondary;
ot herw se,
returns fal se.
-->
<xsl:function name="dtf:isAfter" as="xs:bool ean">
<xsl : param name="pri mary" as="xs:string"/>
<xsl : param nanme="secondary" as="xs:string"/>
<xsl :variable name="primaryStart" as="xs:dateTi ne
sel ect="dtf:startDate($prinary)"/>
<xsl:variabl e name="secondar yeEnd" as="xs: dateTi ne
sel ect ="dt f: endDat e( $secondary) "/ >
<xsl : val ue- of sel ect="%secondaryEnd & t;

$SprimaryStart"/ >
</ xsl : function>

<l--
Determines if the date range inplied by the string representation in
prinmary satisfies the conparison to the date range inplied by
secondary
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usi ng the provided conparison operator; otherw se, returns false.

Both primary and secondary nust be in one of the allowable formats
and represent dates with four digits in the year portion
@aram {xs:string} primary String representation of a date in one
of the allowable formats.
@aram {xs:string} secondary String representation of a date in one
of the all owable formats.
@eturns {xs:boolean} Returns true if the date range inplied by
pri mary
satisfies the conparison to the date range inplied by secondary
usi ng
t he provided conpari son operator; otherw se, returns false.
-->
<xsl:function nanme="dtf: conpareDat eTi neRanges" as="xs: bool ean">
<xsl : param name="pri mary" as="xs:string"/>
<xsl : param nanme="operator" as="xs:string"/>
<xsl : param name="secondary" as="xs:string"/>
<xsl:variabl e
nane="pri mar yAndSecondayYear Porti onsHaveFour Di gi t s" as="xs: bool ean"

sel ect ="dtf:yearPortionHasFourDi gits($primary) and
dt f : year Porti onHasFour Di gi t s($secondary) "/ >
<xsl : choose>
<xsl : when

t est =" $pri mar yAndSeconday Year Por ti onsHaveFour Di gi t s" >

<xsl:variable name="primaryStart"
select="dtf:startDate($prinmary)"/>

<xsl :vari abl e name="pri mar yEnd"
sel ect="dtf: endDate($primary)"/>

<xsl:vari abl e nane="secondaryStart"
sel ect ="dtf: startDat e( $secondary) "/ >

<xsl :vari abl e nanme="secondar yEnd"
sel ect ="dt f: endDat e( $secondary) "/ >

<xsl : choose>

as="xs: dat eTi ne

as="xs: dat eTi ne

as="xs: dat eTi ne

as="xs: dat eTi ne

<l-- 'Less Than' Edge Case -->

<!-- 2010-01-01TO00: 00: 00. 000Z < 2010 -->

<xsl :when test="($operator = 'It' or $operator = '&t;")
and (($primaryStart = $primaryEnd and $primaryStart =
$secondaryStart) or ($primaryStart = $primaryEnd and
$pri maryStart = $secondaryEnd) or ($secondaryStart =

$secondaryEnd and $prinmaryStart = $secondaryStart))">
<xsl : val ue- of
sel ect="fal se()"/>
</ xsl : when>

<!-- '"Greater Than' Edge Case -->
<l-- 2010-12-31T723:59:59.999Z > 2010 -->
<xsl:when test="(%operator = 'gt' or $operator = '&gt;")

and (($primaryStart = $prinmaryEnd and $prinmaryEnd =
$secondar yEnd) or ($primaryStart = $primaryEnd and $prinmaryEnd =
$secondaryStart) or ($secondaryStart = $secondaryEnd and

$pri maryeEnd = $secondaryEnd))" >
<xsl : val ue- of
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sel ect="fal se()"/>
</ xsl : when>

<l-- 'Less Than' and 'Less Than

or Equal' -->
<xsl :when test="$operator = 'It' or S$operator = '&t;' or
Soperator = "&lt;="">
<xsl : val ue- of

sel ect ="dtf:isBefore($primary, $secondary) or dtf:overlaps($primary,
$secondary) "/ >

</ xsl : when>

<l-- "Geater Than' and ' G eater
Than or Equal' -->

<xsl :when test="%operator = 'gt
$operator = '&gt;="">

or $operator = '&gt;' or

<xsl : val ue- of
sel ect="dtf:isAfter($primary, $secondary) or dtf:overlaps($pri mary,
$secondary)"/ >
</ xsl : when>

<l-- Default to false() -->
<xsl : ot herw se>
<xsl : val ue- of
sel ect="fal se()"/>
</ xsl : ot herw se>
</ xsl : choose>
</ xsl : when>
<xsl : ot herw se>
<xsl : val ue-of select="false()"/>
</ xsl : ot herw se>
</ xsl : choose>
</ xsl:function>

<|__****************************__>
<!-- (U IRMID Rules -->
<]__****************************__>

<!--(U) dateTineConstraints-->
<sch:include href="./Rul es/dateTi meConstraints/I RM | D 00015. sch"/>

<sch:include href="./Rul es/dateTi mneConstraints/
| RM | D 00016. sch"/>

<sch:include href="./Rul es/ dateTi meConstraints/
| RM | D 00017. sch"/>

<sch:include href="./Rul es/dateTi meConstraints/
| RM | D 00018. sch"/ >

<sch:include href="./Rul es/dateTi meConstraints/
| RM | D _00019. sch"/>

<sch:include href="./Rul es/dateTi meConstraints/
| RM | D_00020. sch"/ >

<sch:include href="./Rul es/ dateTi meConstraints/
| RM | D _00021. sch"/>

<sch:include href="./Rul es/dateTi meConstraints/
| RM | D_00022. sch"/ >
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<sch:include href="./Rul es/dateTi meConstrai nts/

| RM_| D_00023. sch"/ >

<sch:include href="./Rul es/dateTi meConstrai nts/

| RM_| D_00024. sch"/ >

<sch:include href="
| RM_| D_00012.
| RM_| D_00013.
| RM_| D_00014.
| RM_| D_00029.
I RM_| D_00030.
| RM_| D_00032.
| RM_| D_00035.
| RM | D_00037.
I RM_| D _00038.
I RM_| D _00039.
| RM_| D_00055.
| RM_| D_00056.
| RM | D_00057.
| RM_| D_00058.
| RM_| D_00059.
I RM_| D_00060.
| RM_| D_00061.
| RM_| D_00062.
I RM_| D _00063.
| RM_| D_00064.
| RM_| D_00065.
I RM_ | D _00066.

| RM_| D_00067.

<l--(VU) ddmsConstraints-->

<sch
sch"/>

<sch
sch"/>

<sch:

sch"/>

<sch:

sch"/>

<sch:

sch"/>

<sch:

sch"/>

<sch:

sch"/>

<sch:

sch"/>

<sch:

sch"/>

<sch:

sch"/>

<sch:

sch"/>

<sch:

sch"/>

<sch:

sch"/>

<sch:

sch"/>

<sch:

sch"/>

<sch:

sch"/>

<sch:

sch"/>

<sch:

sch"/>

<sch:

sch"/>

<sch:

sch"/>

<sch:

sch"/>

<sch:

sch"/>

<sch:

sch"/>
<sch

;i nclude

;i nclude

ncl ude

ncl ude

ncl ude

ncl ude

ncl ude

ncl ude

ncl ude

ncl ude

ncl ude

ncl ude

ncl ude

ncl ude

ncl ude

ncl ude

ncl ude

ncl ude

ncl ude

ncl ude

ncl ude

ncl ude

ncl ude

;i nclude

/ Rul es/ ddnmsConstrai nts/I RM I D 00011. sch"/>

href="./ Rul es/ ddnmsConstr ai nt s/

href=".

href=".

href=".

href=".

href=".

href=".

href=".

href=".

href=".

href=".

href=".

href=".

href=".

href=".

href=".

href=".

href=".

href=".

href=".

href=".

href=".

href=".

href=".

/ Rul es/ ddnsConstr ai

/ Rul es/ ddnsConstr ai

/ Rul es/ ddnsConstr ai

/ Rul es/ ddnsConstr ai

/ Rul es/ ddnsConstr ai

/ Rul es/ ddnsConstr ai

/ Rul es/ ddnsConstr ai

/ Rul es/ ddnsConstr ai

/ Rul es/ ddnsConstr ai

/ Rul es/ ddnsConstr ai

/ Rul es/ ddnsConstr ai

/ Rul es/ ddnsConstr ai

/ Rul es/ ddnsConstr ai

/ Rul es/ ddnsConstr ai

/ Rul es/ ddnsConstr ai

/ Rul es/ ddnsConstr ai

/ Rul es/ ddnsConstr ai

/ Rul es/ ddnsConstr ai

/ Rul es/ ddnsConstr ai

/ Rul es/ ddnsConstr ai

/ Rul es/ ddnsConstr ai

/ Rul es/ ddnsConstr ai

/ Rul es/ ddnsConstr ai

nts/

nts/

nts/

nts/

nts/

nts/

nts/

nts/

nts/

nts/

nts/

nts/

nts/

nts/

nts/

nts/

nts/

nts/

nts/

nts/

nts/

nts/

nts/
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| RM_I D_00068

| RM_I D_00069

.sch"/>

<sch:include href="./Rul es/ddnmsConstrai nts/
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Chapter 7 - Removed Rules

All of the numbered Rules for IRM that have been removed are listed in this section. This
section is just a reference for what rule numbers have been dropped. In many but not all cases
there will be a reason listed. In all cases the version that the rule was dropped in is listed.

7.1 - .//Rules/valueEnumerationConstraints/
IRM_ID _00004.sch

Rule Description: IRM-ID-00004 [IRM-1D-00004][] Removed in V4.

7.2 - ./IRules/ddmsConstraints/IRM_ID_00011.sch

Rule Description: IRM-ID-00011 [IRM-ID-00011][Error] Rule removed in V8 because it is
covered by rule IRM-ID-00012.

7.3 - ./IRules/ddmsConstraints/IRM_ID_00013.sch

Rule Description: IRM-ID-00013 [IRM-ID-00013][Error] Rule removed in V8 because it is
covered by rule IRM-ID-00014.

7.4 - /IRules/dateTimeConstraints/IRM_ID 00018.sch
Rule Description: IRM-ID-00018 [IRM-1D-00018][Error] Rule removed in V7.

7.5 - ./IRules/ismConstraints/IRM_ID_00026.sch

Rule Description: IRM-ID-00026 [IRM-1D-00026][] Removed in V4.

7.6 - .//[Rules/valueEnumerationConstraints/
IRM_ID _00027.sch

Rule Description: IRM-ID-00027 [IRM-1D-00027][] Removed in V6.

7.7 - .//[Rules/valueEnumerationConstraints/
IRM_ID _00028.sch

Rule Description: IRM-ID-00028 [IRM-1D-00028][] Removed in V6.

7.8 - ./IRules/ddmsConstraints/IRM_ID_00032.sch

Rule Description: IRM-ID-00032 [IRM-1D-00032][] Removed in V6.
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7.9 - ./IRules/ddmsConstraints/IRM_ID_00057.sch

Rule Description: IRM-ID-00057 [IRM-ID-00057][Error] Rule introduced in V8 and removed
during V8 CR adjudication. Never part of a signed release.

7.10 - .//Rules/ddmsConstraints/IRM_ID _00058.sch

Rule Description: IRM-1D-00058 [IRM-ID-00058][Error] Rule introduced in V8 and removed
during V8 CR adjudication. Never part of a signed release.

7.11 - ./I[Rules/ddmsConstraints/IRM_ID _00060.sch

Rule Description: IRM-ID-00060 [IRM-ID-00060][Error] Rule introduced in V8 and removed
during V8 CR adjudication. Never part of a signed release.

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED 123



	IRM Schematron Guide
	Table of Contents
	Chapter 1 - Introduction
	1.1 - Purpose

	Chapter 2 - Rules
	2.1 - .//Rules/valueEnumerationConstraints/IRM_ID_00001.sch
	2.2 - .//Rules/globalConstraints/IRM_ID_00002.sch
	2.3 - .//Rules/valueEnumerationConstraints/IRM_ID_00003.sch
	2.4 - .//Rules/valueEnumerationConstraints/IRM_ID_00005.sch
	2.5 - .//Rules/valueEnumerationConstraints/IRM_ID_00006.sch
	2.6 - .//Rules/valueEnumerationConstraints/IRM_ID_00007.sch
	2.7 - .//Rules/valueEnumerationConstraints/IRM_ID_00008.sch
	2.8 - .//Rules/valueEnumerationConstraints/IRM_ID_00009.sch
	2.9 - .//Rules/valueEnumerationConstraints/IRM_ID_00010.sch
	2.10 - .//Rules/ddmsConstraints/IRM_ID_00012.sch
	2.11 - .//Rules/ddmsConstraints/IRM_ID_00014.sch
	2.12 - .//Rules/dateTimeConstraints/IRM_ID_00015.sch
	2.13 - .//Rules/dateTimeConstraints/IRM_ID_00016.sch
	2.14 - .//Rules/dateTimeConstraints/IRM_ID_00017.sch
	2.15 - .//Rules/dateTimeConstraints/IRM_ID_00019.sch
	2.16 - .//Rules/dateTimeConstraints/IRM_ID_00020.sch
	2.17 - .//Rules/dateTimeConstraints/IRM_ID_00021.sch
	2.18 - .//Rules/dateTimeConstraints/IRM_ID_00022.sch
	2.19 - .//Rules/dateTimeConstraints/IRM_ID_00023.sch
	2.20 - .//Rules/dateTimeConstraints/IRM_ID_00024.sch
	2.21 - .//Rules/ismConstraints/IRM_ID_00025.sch
	2.22 - .//Rules/ddmsConstraints/IRM_ID_00029.sch
	2.23 - .//Rules/ddmsConstraints/IRM_ID_00030.sch
	2.24 - .//Rules/valueEnumerationConstraints/IRM_ID_00031.sch
	2.25 - .//Rules/valueEnumerationConstraints/IRM_ID_00033.sch
	2.26 - .//Rules/valueEnumerationConstraints/IRM_ID_00034.sch
	2.27 - .//Rules/ddmsConstraints/IRM_ID_00035.sch
	2.28 - .//Rules/xlinkConstraints/IRM_ID_00036.sch
	2.29 - .//Rules/ddmsConstraints/IRM_ID_00037.sch
	2.30 - .//Rules/ddmsConstraints/IRM_ID_00038.sch
	2.31 - .//Rules/ddmsConstraints/IRM_ID_00039.sch
	2.32 - .//Rules/ismConstraints/IRM_ID_00040.sch
	2.33 - .//Rules/ismConstraints/IRM_ID_00041.sch
	2.34 - .//Rules/ismConstraints/IRM_ID_00042.sch
	2.35 - .//Rules/ismConstraints/IRM_ID_00043.sch
	2.36 - .//Rules/ismConstraints/IRM_ID_00044.sch
	2.37 - .//Rules/ismConstraints/IRM_ID_00045.sch
	2.38 - .//Rules/valueEnumerationConstraints/IRM_ID_00046.sch
	2.39 - .//Rules/valueEnumerationConstraints/IRM_ID_00047.sch
	2.40 - .//Rules/valueEnumerationConstraints/IRM_ID_00048.sch
	2.41 - .//Rules/valueEnumerationConstraints/IRM_ID_00049.sch
	2.42 - .//Rules/valueEnumerationConstraints/IRM_ID_00050.sch
	2.43 - .//Rules/valueEnumerationConstraints/IRM_ID_00051.sch
	2.44 - .//Rules/valueEnumerationConstraints/IRM_ID_00052.sch
	2.45 - .//Rules/valueEnumerationConstraints/IRM_ID_00053.sch
	2.46 - .//Rules/valueEnumerationConstraints/IRM_ID_00054.sch
	2.47 - .//Rules/ddmsConstraints/IRM_ID_00055.sch
	2.48 - .//Rules/ddmsConstraints/IRM_ID_00056.sch
	2.49 - .//Rules/ddmsConstraints/IRM_ID_00059.sch
	2.50 - .//Rules/ddmsConstraints/IRM_ID_00061.sch
	2.51 - .//Rules/ddmsConstraints/IRM_ID_00062.sch
	2.52 - .//Rules/ddmsConstraints/IRM_ID_00063.sch
	2.53 - .//Rules/ddmsConstraints/IRM_ID_00064.sch
	2.54 - .//Rules/ddmsConstraints/IRM_ID_00065.sch
	2.55 - .//Rules/ddmsConstraints/IRM_ID_00066.sch
	2.56 - .//Rules/ddmsConstraints/IRM_ID_00067.sch
	2.57 - .//Rules/ddmsConstraints/IRM_ID_00068.sch
	2.58 - .//Rules/ddmsConstraints/IRM_ID_00069.sch
	2.59 - .//Rules/valueEnumerationConstraints/IRM_ID_00070.sch
	2.60 - .//Rules/valueEnumerationConstraints/IRM_ID_00071.sch

	Chapter 3 - Abstract Patterns
	3.1 - .//Lib/CompareDateTimes.sch
	3.2 - .//Lib/IsmEnforcement.sch
	3.3 - .//Lib/ValidateValueExistenceInList.sch

	Chapter 4 - Min Accessible Rules
	4.1 - .//Rules/ddmsConstraints/IRM_ID_00012.sch
	4.2 - .//Rules/ddmsConstraints/IRM_ID_00014.sch
	4.3 - .//Rules/valueEnumerationConstraints/IRM_ID_00052.sch
	4.4 - .//Rules/ddmsConstraints/IRM_ID_00062.sch
	4.5 - .//Rules/ddmsConstraints/IRM_ID_00063.sch
	4.6 - .//Rules/ddmsConstraints/IRM_ID_00064.sch
	4.7 - .//Rules/ddmsConstraints/IRM_ID_00065.sch
	4.8 - .//Rules/ddmsConstraints/IRM_ID_00067.sch

	Chapter 5 - Min Discoverable Rules
	5.1 - .//Rules/ddmsConstraints/IRM_ID_00035.sch
	5.2 - .//Rules/ddmsConstraints/IRM_ID_00038.sch
	5.3 - .//Rules/ddmsConstraints/IRM_ID_00039.sch
	5.4 - .//Rules/ddmsConstraints/IRM_ID_00056.sch
	5.5 - .//Rules/ddmsConstraints/IRM_ID_00059.sch
	5.6 - .//Rules/ddmsConstraints/IRM_ID_00061.sch

	Chapter 6 - Schematron Schema
	6.1 - .//IRM_XML.sch

	Chapter 7 - Removed Rules
	7.1 - .//Rules/valueEnumerationConstraints/IRM_ID_00004.sch
	7.2 - .//Rules/ddmsConstraints/IRM_ID_00011.sch
	7.3 - .//Rules/ddmsConstraints/IRM_ID_00013.sch
	7.4 - .//Rules/dateTimeConstraints/IRM_ID_00018.sch
	7.5 - .//Rules/ismConstraints/IRM_ID_00026.sch
	7.6 - .//Rules/valueEnumerationConstraints/IRM_ID_00027.sch
	7.7 - .//Rules/valueEnumerationConstraints/IRM_ID_00028.sch
	7.8 - .//Rules/ddmsConstraints/IRM_ID_00032.sch
	7.9 - .//Rules/ddmsConstraints/IRM_ID_00057.sch
	7.10 - .//Rules/ddmsConstraints/IRM_ID_00058.sch
	7.11 - .//Rules/ddmsConstraints/IRM_ID_00060.sch


