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Chapter 1 - Introduction

1.1 - Purpose

(V) The following documentation is informative. The actual Schematron files are the normative
record. This documentation is generated from the Schematron files via XSLT it may be missing
some file or pieces of a file but whatever is here other than titles came from the original file.

(V) It is envisioned that this will be a useful resource to search and read but for questions and
debates the source files should be consulted.

(V) Rules identifiers are all of the format IC-EDH-ID-XXXXX, with rule files named IC-
EDH_ID_XXXXX.sch. Any other heading indicates a supporting file that may strongly influence
a rule but is not actually a numbered rule.

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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Chapter 2 - Rules

All of the numbered Rules for IC-EDH are listed in this section. These rules may depend
strongly on patterns defined in the Abstract Patterns section or on variables defined in the

Schematron Schema section.

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.1 - ./IRules/GeneralConstraints/IC-EDH_ID_00001.sch

Rule Description: IC-EDH-ID-00001 [IC-EDH-ID-00001][Error] Every attribute in the EDH
namespace must have a non-whitespace value.

Code Description: Make sure any attribute in the EDH namespace has a value if it is present.
Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1C EDH | D- 00001" >

<sch:rul e context="*[ @dh: *]">

<sch: assert test="every $attribute in @dh:*
normal i ze-space(string($attribute))"”
flag="error">
[1C-EDH | D-00001] [ Error]
Every attribute in the EDH nanespace nust have a non-whitespace

</ sch: assert >
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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2.2 - ./IRules/GeneralConstraints/IC-EDH_ID_00002.sch

Rule Description: IC-EDH-ID-00002 [IC-EDH-ID-00002][Error] The attribute DESVersion in the
namespace urn:us:gov:ic:edh must be specified. Human Readable: The data encoding
specification version number must be specified.

Code Description: Make sure that the attribute edh:DESVersion is specified.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1C EDH | D- 00002" >

<sch:rule context="/">
<sch: assert test="sone $el enent in descendant-or-
sel f::node() satisfies $el ement/ @dh: DESVer si on"

flag="error">
[ C-EDH | D-00002] [Error] The attribute
DESVersi on in the namespace urn:us:gov:ic:edh nust be specified.

Human Readabl e: The data encodi ng specification version nust
be specified.
</ sch: assert>
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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2.3 - ./IRules/GeneralConstraints/IC-EDH_ID_00003.sch

Rule Description: IC-EDH-ID-00003 [IC-EDH-ID-00003][Error] The dataltemCreateDateTime
must not be later the ism:createDate. Human Readable: Data items cannot be newer than their
security markings.

Code Description: For EDH element DataltemCreateDateTime, ensure that the sibling ARH
element, Security or ExternalSecurity, has ism:createDate that is not older than the data item
itself.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1C EDH | D- 00003" >

<sch:rul e context="//*/edh: Dat al t enCr eat eDat eTi ne" >
<sch: assert test="not(. &gt; dateTi me(follow ng-
sibling::arh:*/ @smcreateDate, xs:tine('23:59:592")))"
flag="error">

[1C-EDH | D-00003] [Error] The dataltenCreateDateTi me nust not be

| ater the
i sm creat eDat e.

Human Readabl e: Data itens cannot be newer than their security
mar ki ngs.
</ sch: assert>
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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2.4 - /IRules/GeneralConstraints/IC-EDH_ID_00004.sch

Rule Description: IC-EDH-ID-00004 [IC-EDH-ID-00004][Error] The EDH elements cannot be
used as root elements. Human Readable: EDH is not designed to stand-alone and therefore
should never be used as a root element.

Code Description: we make sure that edh:Edh or edh:ExternalEdh are not used as the root
element.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1C EDH | D- 00004" >

<sch:rul e context="/edh: *">
<sch: assert test="false()" flag="error">
[1C-EDH | D-00004] [Error] The EDH el ements cannot be used as root

el ement s.

Human Readabl e: EDH i s not designed to stand-al one and therefore
shoul d never
be used as a root el enent.
</ sch: assert>
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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2.5 - ./IRules/GeneralConstraints/IC-EDH_ID_00005.sch

Rule Description: IC-EDH-ID-00005 [IC-EDH-ID-00005][Error] Every element in the EDH
namespace must have a non-whitespace value.

Code Description: Make sure any element in the EDH namespace has a value if it is present.
Schematron Code:
<?|1 CEA pattern?><!-- Notices - Distribution Notice:

Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1C EDH | D- 00005" >

<sch:rule context="*[edh:*]">
<sch: assert test="every $el enent in edh:*
nor nal i ze- space(string(%el enent))"
flag="error">
[1 C-EDH | D-00005] [ Error]
Every elenment in the EDH nanmespace nmust have a non-whitespace

</ sch: assert >
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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2.6 - ./IRules/GeneralConstraints/IC-EDH_ID_00006.sch

Rule Description: IC-EDH-ID-00006 [IC-EDH-ID-00006][Error] If the Country of the
ResponsibleEntity is [USA] then the value of Organization must be a term from
CVEnumEDHOTrganizationsUS.

Code Description: Where the edh:Country element has a value of [USA], check that following-
sibling::Organization has a value from the CVE CVEnumEDHOTrganization.

Schematron Code:

<?| CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1C EDH | D- 00006" >

<sch:rul e context="edh: Country">
<sch: assert test="util:contai nsAnyOf TheTokens(f ol | owi ng-
si bl i ng: : edh: Organi zati on, $countryLi st)"
flag="error">
[1 C-EDH | D-00006] [ Error]
If the Country of the ResponsibleEntity is [USA] then the val ue

Organi zation nmust be a term from CVEnunEDHOr gani zati onsUS. The

<sch: val ue-of sel ect="foll owi ng-sibling::edh: Organization"/>] is

</ sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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2.7 - ./IRules/GeneralConstraints/IC-EDH_ID_00007.sch

Rule Description: IC-EDH-ID-00007 [IC-EDH-ID-00007][Error] The value of an IC-ID identifier
must follow standardized convention.

Code Description: For element Identifier, we make sure that the text content matches the
required regular expression for an IC-EDH identifier [Gg][Uu][li][Dd][Ee]://[0-94}/[A-Za-z0-9_\-\.]
{1,43}.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1C EDH | D- 00007" >

<sch:rul e context="edh:ldentifier">
<sch: |l et name="ici dRegEx"
value=""'[Gg][Wi][li][Dd][Ee]://[0-9]{4}/][A- Za-

70-9 \-\.]{1,43}' "/>

<sch: assert test="matches(string(.), $i ci dRegEx)"
flag="error">
[ C-EDH I D-00007][Error] The value of an IC-I1D identifier nust
fol | ow
st andar di zed conventi on.
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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Chapter 3 - Abstract Patterns

All of the Abstract Patterns for IC-EDH are listed in this section. These patterns may depend
strongly on variables defined in the Schematron Schema section.
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Chapter 4 - Schematron Schema

The top level Schematron file for IC-EDH is in this section. This file imports all of the others and
also defines many global variables they are all dependent on.

This document has been approved for Public Release by the Office of the Director of
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4.1 - ./IC-EDH_XML.sch

Rule Description:

Code Description:

Schematron Code:

<?| CEA master ?><!-- UNCLASSI FI ED --><!-- Notices - Distribution Notice:
This docunent is being nmade avail able by the Intelligence
Communi ty Chief Information Oficer
to Federal, State, Local, Tribal, and Foreign Partners and
associ ated contractors. Approval for
any further distribution nust be coordinated via the Intelligence
Conmmuni ty Chief |nfornmation
O ficer, Mssion Engagenent Division at standardssupport @ni.gov--
><!-- WARNI NG
Once conpiled into an XSLT the result will
be the aggregate classification of all the CVES
and included .sch files
-->
<sch: scherma xm ns: xsl ="http://ww. w3. org/ 1999/ XSL/ Tr ansf or n
quer yBi ndi ng="xslt2">
<sch:ns uri
<sch:ns uri
<sch:ns uri
<sch:ns uri
<sch:ns uri
<sch:ns uri

"urn:us:gov:ic:pubs" prefix="pubs"/>
"urn:us:gov:ic:cve" prefix="cve"/>
"http://ww.w3.org/ 1999/ xl i nk" prefix="xlink"/>
"urn:us:gov:ic:ism prefix="isnl/>
"urn:us:gov:ic:ntk" prefix="ntk"/>
"urn:us:gov:ic:edh" prefix="edh"/>

<sch:ns uri="urn:;us:gov:ic:arh" prefix="arh"/>

<sch:ns uri="urn:us:gov:ic:edh:xsl:util" prefix="util"/>
<sch:ns uri="http://ww.w3. org/ 2001/ XM_Schema" prefix="xs"/>

<l - - ==========--==—--o=m=- - >
<l-- (U Universal Lets -->
<! - e oS- msme e >
<sch:l et name="countrylList"
val ue="docunent (' ../../CVE/ | C EDH
CVENnunmEDHOr gani zat i onsUS. xm ')/ / cve: CVE/ cve: Enuner ati on/ cve: Terni cve: Val ue"/ >

<|__****************************__>
<l-- (U Custom XSLT function -->
<|__****************************__>

<l--
Returns true if any token in the attribute value matches at |east one
t oken in the provided |ist.
-->
<xsl :function nane="util: contai nsAnyOf TheTokens" as="xs: bool ean">
<xsl : param name="attri bute"/ >
<xsl : param nanme="t okenLi st" as="xs:string+"/>
<xsl : val ue- of sel ect =" sonme $attrToken in
t okeni ze(normal i ze-space(string($attribute)), ' ') satisfies
This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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Sat tr Token = $t okenLi st ">

</ xsl : functi on>

<|__****************************__>
<l-- (U ICEDHIDRules -->
<|__****************************__>

<!--(U) General Constraints-->
<sch:include href="./Rul es/ General Constraints/|1C-EDH | D 00001. sch"/>

<sch:include href="./Rul es/ General Constrai nts/|C-
EDH | D 00002. sch"/ >

<sch:include href="./Rul es/ General Constrai nts/|C-
EDH | D 00003. sch"/ >

<sch:include href="./Rul es/ General Constrai nts/|C-
EDH_ | D_00004. sch"/ >

<sch:include href="./Rul es/ General Constrai nts/|C-
EDH | D 00005. sch"/ >

<sch:include href="./Rul es/ General Constrai nts/|C-
EDH | D 00006. sch"/ >

<sch:include href="./Rul es/ General Constrai nts/|C-
EDH_| D_00007. sch"/ >

</ sch: schema>

This document has been approved for Public Release by the Office of the Director of
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Chapter 5 - Removed Rules

All of the numbered Rules for IC-EDH that have been removed are listed in this section. This
section is just a reference for what rule numbers have been dropped. In many but not all cases
there will be a reason listed. In all cases the version that the rule was dropped in is listed.
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National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED 14



	IC-EDH Schematron Guide
	Table of Contents
	Chapter 1 - Introduction
	1.1 - Purpose

	Chapter 2 - Rules
	2.1 - .//Rules/GeneralConstraints/IC-EDH_ID_00001.sch
	2.2 - .//Rules/GeneralConstraints/IC-EDH_ID_00002.sch
	2.3 - .//Rules/GeneralConstraints/IC-EDH_ID_00003.sch
	2.4 - .//Rules/GeneralConstraints/IC-EDH_ID_00004.sch
	2.5 - .//Rules/GeneralConstraints/IC-EDH_ID_00005.sch
	2.6 - .//Rules/GeneralConstraints/IC-EDH_ID_00006.sch
	2.7 - .//Rules/GeneralConstraints/IC-EDH_ID_00007.sch

	Chapter 3 - Abstract Patterns
	Chapter 4 - Schematron Schema
	4.1 - .//IC-EDH_XML.sch

	Chapter 5 - Removed Rules

